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[Mososenne o0 peaTn3anuy U IKCILTYATAIIMH
CpeacTB KPUNTOrpaguueckoi 3aluThl
HHpOpPMALHH

1. O6mue nosoxeHus

1.1. Hacrosiee nonoxkenue OrpelenseT NOPAOOK peanusaluy W 3KCIUTYaTalMH CPeicTB
kpunrorpauueckoil sammtel uupopmanuu B I'BIIOY «TK um. H.JI. Kysuenora» (manee -
YupexneHue).

1.2. Hacrosuee [lonoxenne paspaboTano B COOTBETCTBHH C:

o ODenepanbHBIM 3aK0HOM 0T 27.07.2006 Ne 149-03 «O06 HHpOpPMaLKH,
HH(QOPMAaLMOHHBIX TEXHONOTHIX H O 3aliuTe HHGOPMALIHUY,

o OepepanbHbM 3aK0HOM 0T 27.07.2006 No 152-@3 «O nepcoHanbHbIX aHHBIXY,

¢ VYkasom llpesunenta Poccutickoit @enepaunu ot 06.03.1997 Ne 188 «O6 yTBepKIeHHN
MepeYUHs CREJEHHH KOH(DHACHIIMAILHOIO XapaKTepay,

o Ilocranosnenuem IlpaButensctBa PO ot 01.11.2012 Ne 1119 "O6 yrepkmeHuu
TpeOOBaHHI K 3alMTe NIEPCOHANBHEIX [AHHBIX IPH MX 00pafoTke B HH(OPMAIHOHHBIX
cHCTeMax [EPCOHATBHEIX TaHHBIX'",

o IlocraHosnenuem IlpaButensctBa PP or 15.09.2008 Ne 687 «O6 yrBepsKaeHHH
[lonoxenus o6 ocobennocTsix 00pabOTKH MEPCOHANBHBIX MAHHBIX, OCYLIECTBISEMOH GOe3
HCTIOIb30BaHUs CPEACTB aBTOMATH3ALIMKY,

o Ilpukasom ®CB P® ot 09.02.2005 Ne 66 "O6 yrBepxaennu [lonoxkenus o paspaboTke,
NPOU3BOJCTBE, PeaNU3alUK ¥ IKCIUTyaTalud WHMPPOBATBHEIX (KPHITOrpapUUecKHX) CpejCTR
samuTel HHQopMmauuu (ITonoxenune [TK3-2003)";

o Ilpukasom @AIICHU ot 13.06.2001 Ne 152 "O6 yreepkaenun MHCTpyKImH 06
OpraHM3al{y ¥ oOecredeHuH Oe30MacHOCTH XpaHeHus, 06paGoTKH M Mepelaud 0 KaHaiam
CBSA3M C MCIIO/b30BAHUEM CPEICTB KPUNITOrpaQHIECKOH 3allMThl HHOOPMALMH ¢ OrpaHUYEHHBIM
TOCTYIOM, HE COAePIKaLlel CBEAeHHH, COCTABRNAIOMIUX IOCY IapCTBEHHYIO TalHy";

o llpukazom DepepanbHOH CTy)OBI M0 TEXHHYECKOMY H SKCIOPTHOMY KOHTPOIIO OT
18.02.2013 Ne 21 «O6 yTBepkaenur CocraBa H CONEP/KAHUA OPTAHM3AMHOHHEIX H TEXHHUECKHX
Mep 1o ofecrnedyeHuIo 0€30MaCHOCTH INEPCOHANBHBIX JAHHBIX MpPH WX 00paloTKe B
HH(OPMAMOHHBIX CHCTEMaX MEPCOHANBHBIX TaHHBIXY;

* [lpuxasom DenepaipHolt cryxBbl 0 TEXHHYECKOMY M SKCIOPTHOMY KOHTPONIO OT
11.02.2013 Ne 17 «O6 yteeprxnenuu TpebGoBaHui 0 3ammTe HHQOPMALHH, HE COCTABIAIOMIEH
IOCYIapCTBEHHYIO TaliHy, CoJepIikallelica B rocy1apCTBeHHELIX HH(HOPMALIHOHHBIX CHCTEMAX ).

1.3. be3onacHOCTb MepcOHANBPHBIX JAaHHBIX INpH HX 00paboTke B MH(OPMAMOHHBIX



CucTeMax  ODECTIeYMBACTCS € IOMOIIBIO  CHCTEMbl  3aUIMTBI  EPCOHANBHBIX  JAHHBIX,
BKIIIOYAIOIIEH OpPraHM3alMOHHBIE MEPhl M CPEACTBA 3alUTBl MH(OPMALMH (B TOM UHCIIe
U (PPOBATEHBIE (kpunrorpaduyeckue) CpEeICTRa, CpeacTBa. [Ipel0TBpallleHHs
HECAaHKLMOHUPOBAHHOTO ~ IOCTYMA, YT€YKH HHPOPMAIMH [0 TEXHUYECKHM  KaHAJaM,
MPOTpAMMHO-TEXHHICCKUX BO3ACHCTBHH Ha TEXHHYECKHE CPe/CTBA 00paboTKM NepcoHATbHBIX
JIaHHBIX), & TAKXKE UCIIONB3yEMbIE B HHPOPMAILIHOHHOH CHCTEME HH(BOPMALIHOHHEIE TEXHOIOTHH,
Texuuyeckne M IpOrpaMMHEBIE CPEACTBA JOJKHBI  YAOBIETBODATE yCTaHaBIHBAaEMbIM B
COOTBETCTBHMH C 3aKOHOZAaTeNLCTBOM Poccuiickoii Penepaiuu TpeboBanusaM, 06eCIeYHBAKOIINM
3alUTY HH(QOPMALIKH.

1.4. HeobxomMMBIM  yClIOBHEM pa3pabOTKH CHCTEMbI 3aIIHTHI [IEPCOHANBHBIX JAHHBIX
SBNSETCs GOPMUPOBAHHE MOJIEIH Yrpo3 Ge30MaCHOCTH NEPCOHANBHBIX IAHHBIX (manee - Momenb
yIpos).

Kpome aroro, momens yrpos HeobxommMa s ONpemeNeHHs Kiacca CIEHATBHON
MH(OPMAILIIOHHOM CUCTEMBL.

1.5. Mozens yrpos dopmupyercs M yTRepIKIACTCS ONEpaTOpPOM B COOTBETCTBHH C
MCTOAMYECKUMH NOKYMEHTaMH, pa3paboTaHHBIMH B COOTBETCTBHM ¢ IlOCTAHOBICHHEM
Ipasurensctea P® or 01.11.2012 Ne 1119 "O6 yreepacHuu TpeOOBaHWH K 3alluTe
EPCOHAILHRIX JIAHHBIX TIPH HX 00pabOTKe B MH(OPMALHMOHHBIX CHCTEMAX MEPCOHATBHBIX
JaHHBIX ",

B cnyuae ofecneyenns 6e30macHOCTH NePCOHANBHBIX NAHHBIX 6€3 HCIONb3OBAHUS
KPUITOCPE/CTB IPH (HOPMUPOBAHMM MOJEIH YIpPO3 MCIONB3YIOTCS METOMHUYECKHE JIOKYMEHTHI
@®CTIK Poccnn.

B cnyyae ompeneneHus omepaTopoM HEOGXOAMMOCTH OBeCIeueHHs OesonacHocTH
MEPCOHAJILHBIX IAHHBIX C HCIONB30BAHHEM KPHITOCPE/CTB MPH (JOPMUPOBAHME MOJENTH yIpo3
HCNOMB3YIOTCA MeTonH4YecKhe nokymeHThl DCTOK Poccuu M HacTosimme MeToanyeckie
pexomenpauuu. Ilpu stom u3 nByx comepxawmmxcs B noxymentax ®CTAK Poccun n
MeToAHIeCKHX PEKOMEH AKX OHOTHITHBIX YIPO3 BeibupaeTcs Gonee onacHasl.

Ilo cornacosanmio ¢ ®CTIK Poccuu u PCH Poceuu omyckaeTest (hopMHUpOBaHHE
MOZCJIH YTPO3 TONBKO HA OCHOBAHWH HACTOAIMX MeToAHYECKUX peKOMeH IaluH.

llpu  obecnevennn 6esomacHocTw [ICPCOHANBHBIX  OAHHBIX mpu oOpaboTke B
MH(QOPMAIIMOHHBIX CHCTEMAaX, OTHECEHHBIX K komnetenunn ®Cb Poccun, mogmenu yrpos
(hopMHPYIOTCS TOMBKO HA OCHOBAHMM HACTOSIIAX METOMHYSCKUX pPEKOMEHIAaLIUH.

1.6. B cimyyae wucnonp3oBaHMA B MH(QOPMAIMOHHON CHCTEME KPHIITOCPELCTB npu
HEOOXOMMMOCTH K ()OPMHPOBAHHIO MOMENH Yrpo3 MOTYT TpHBIEKaTbCS aHIeH3uaThl OCH
Poccun, smngromumecs  paspaborumxamu KPHITOCPEACTB WM  CHELHATH3UPOBAHHBEIMH
OpraHH3alHMAMHE, POBOASIIMMH TEMaTHYECKHE UCCIEN0BAHNS KPUIITOCPEACTE.

1.7. Mozens yrpo3 MOKeT 6bITh IepecMoTpeHa:

¢ IO PENICHUIO OTEPaTopa Ha OCHOBE MEPHOJMYECKH TIPOBOAMMBIX MM AHATIH3A ¥ OLEHKH
Yrpo3 0e30IacHOCTH MEPCOHATBHBIX AAHHBIX C YIETOM ocobeHHOCTe#l u (MnM) H3MEHEeHHH
KOHKPETHON HH(POPMAITHOHHOM CHCTEMBI,

¢ 0[O pesylbTaTaM MEPONPUATHI IO KOHTPOMIO 3a BBINOJHEHMEM TpeGOBaHMit K

ofecrieyeHnto 6e30MacHOCTH MEePCOHATBHBIX NAHHBIX npu ux obpaboTke B HH(POPMALMOHHOH
CHCTEME.

2. Mertonoaorust hopMupoBanus Moaeau yrpos.
2.1. O6ume npuUHUHILI
Paspabortka Monenu yrpos nomxsa 0asupoBaTLCA Ha CHEAYHOUMX IPHHIAIAX:
1) besonacHocTh mepcoHanbHBIX IAHHBIX npH HX 00paboTke B MH(OPMALHOHHBIX
CHCTeMax 00eCeurBaeTCsl C MOMOIIBIO CHCTEMBI 3AITUTHI [IEPCOHAIIBHBIX TaHHBIX.
2) llpu  cdopMupoBaHHM MOmenH YTPO3  HEOOXOAMMO yYHTEIBATH KaK  yTpPO3EL,
OCYHIECTBICHHE KOTOPBIX HApPYIIAET GE30MaCHOCTh MEpPCOHANBHBIX NAHHBIX (nanee - mpsamas



yrpo3a), Tak ¥ Yrpo3bl, CO3AAIONINE YCIIOBHS ISl MOSBIAEHUA NPAMBIX YIPO3 (Aaiee - KOCBEHHEIE
YTPO3BI) UM KOCBEHHBIX YIPO3.

3) Ilepconansuble gaHHble 00pabaThIBAIOTCS U XpaHATCS B HH(POPMALMOHHOH CHCTEME C
HCIIOIb30BAHUEM OMPENENEHHBIX HH()OPMALMOHHBIX TEXHOJOTHH M TEXHHUYECKHX CPE/ICTB,
MOPOKIAXOMIMX 00BEKTHI 3aIUTEl PA3TUIHOTO YPOBHS, aTakKl Ha KOTOPBIE CO3/IAI0T NpsMble HIIH
KOCBEHHBIE YTpO3b! 3aMuimaeMoi nuopMarun.

4) KpuntocpeIcTBO  1ITATHO  (PYHKUHOHHPYET COBMECTHO C  TEXHHUUYESCKUMH H
[IPOTPaMMHBIMHU CPeACTBaAMH, KOTOPBIE CIIOCOOHEI MOBIHATE Ha BBIIOMHEHHE NMPEIbIBIAEMBIX K
KPUIITOCPEACTBY TpehoBaHUl 1 KOTOpble 00pa3yroT cpedy (yHKIMOHUPOBAHUS KPUIITOCPEACTRA
(COK).

5) Cucrema 3alIMThIl [IEPCOHATBHBIX JaHHBIX HE MOMKET 00ecrneYuTh 3alnuTy HHQOpMaLnU
OT ACHCTBHMH, BBINOJHAEMBIX B paMKaX IIPeJOCTABIEHHBIX CYOBEKTY OEHCTBHH IMOTHOMOYHIH
(HampuMep, KPHITOCPEACTBO HE MOJKET ODECHedMTh 3aluTy HHGOpPMALMH OT pPACKPBITHS
JTUIAMH, KOTOPBIM MPEIOCTABICHO NIPABO Ha JOCTYI K 3ToH uHOpMaLuH).

6) Hapyluurtens MOKeT MAEHCTBOBATH HA pasiMYHBIX 3Tanax JKM3HEHHOTro LHKIa
kpuntocpenctsa ¥ COK (moxm 3TMMuM 3TanlaMH B HACTOSIIIEM [JOKYMEHTE IIOHMMAIOTCS
pa3paboTka, MIPOKU3BOACTBO, XPaHEHHE, TPAHCIIOPTHPOBKA, BBOJ B IKCIUTyaTallUIO, IKCILTyaTaLl S
IPOrpaMMHBIX M TEXHUYECKHX cpelcTB Kpunrocpenctea u COK).

7) Hns obecneyenuss 0O€30MacHOCTH IIEPCOHANBHBIX JAHHBIX NpH WX 00paboTke B
HH(POPMALMOHHBIX CHCTEMAaX JOJIKHBI MCIONB30BATECS CEPTHOHUHMPOBAHHBIE B CHCTEME
cepruukauun  DCH  Poccun  (umerolnue IONOKHTEIBHOE — 3aKIIOYEHHE  IKCIEPTHOMH
OpranusalMid O COOTBETCTBHH TpeGOBaHHHM HOPMATHBHEIX JOKYMEHTOB TIO 6630H&CHOCTH
HUH(QOPMALMH) KPHITTOCPEICTRA.

B cnyuyae OTCYTCTBHS TOTOBBIX CePTH(UUMPOBAHHBIX KPHITOCPEACTB, (QYHKLHOHAIBHO
OpUTOAHBIX s obecrniedeHus Oe30MaCHOCTH NEPCOHAIBHBIX NAHHBIX NpH uX 00paboTke B
KOHKPETHOH HH(QOPMALMOHHOH CHCTEME, Ha 3Talle ABAHIPOEKTa MM 3CKH3HOTO (3CKH3HO-
TEXHHUYECKOr0) MPOEKTa pa3paboTuHKOM HHOOPMALMOHHOH CHCTEMBI C yYacTHEM OIlepaTopa U
IIPEAIOIaraeMoro paspaboT4HKa KPUIITOCPEACTBA TOTOBUTCS 000CHOBAaHME IENEeCO00pasHOCTH
pa3pabOTKM  HOBOI'O THIIA KPUNTOCPEACTBA M  ONpenessitoTes TpeboBaHMA K €ro
(GyHKUMOHABHBIM CBOHCTBAM.

PazpaboTka HOBOro THIIA KPUITOCPEACTBA OCYIIECTBISIETCS B COOTBETCTBHH ¢
[onosxenuem [TK3-2005.

Pa3nuuaroT MOJENb YTpo3 BEPXHEr0 YPOBHS U ACTATH3UPOBAHHYIO MOACTE Yrpos.

Mopene yrpo3 BEpXHEro YpOBHS MNpelHA3HAuYeHa [ OIpPeHeNIeHHs] XapaKTepHCTHK
0€e30macHOCTH 3allMIaeMbIX [IEPCOHANIBHBIX AaHHBIX U PYTHX 00BEKTOB 3aLIHTHI (TPHHIIKAIIET 2
1 3). DTa MOJIeJIb TaKyKe Olpe/essieT HCXOAHbIE JaHHBIe JIUIS JIeTATH3HPOBAHHON MOIENTH YIPO3.

JleTanu3upoBaHHas MOJENb YIpo3 MPEAHA3HAYeHA sl ONpeJeNneHus TpebyeMoro ypoBHs
KpHIITOrpa@uyuecKoi 3allMuThl.

2.2. Metonosorusi GopMHPOBAHHA MOJE/H YIPO3 BEPXHEr0 YPOBHSI

@opMHpOBaHHE MOJEIH YIPO3 BEPXHETO YPOBHS OCYIIECTBISETCS Ha 3Tane cOopa u
aHaIKM3a UCXOIHBIX JAHHBIX MO HH(MOPMALHUOHHOW CHUCTEME B COOTBETCTBHH C YCTAHOBIEHHBIM
[Topsinkom.

Jis  TmpaBHABHOTO ONpeneNneHHs KPUITOCPEACTB, HeOoOXOMUMMBIX Juls obOecreueHus
0€30MacHOCTH MEepPCOHANBHBIX AAaHHBIX, AOMOJHMUTENLHO K NAHHOMY OTally IpeXbsIBlIsOTCS
cnenyroiue TpeboBaHus.

Onpeaenenne ycJoBHiH CO3AAHUSI U HCMOAB30OBAHUS MIEPCOHAIBLHBIX JAHHBIX

JloikHbpl OBITH ONMHCAHBl YCTOBHSI CO3MAHHS W HCIONB30BAHHA MEPCOHATBHBIX IaHHBIX.
Jisl 3TOTO ONpenesoTCs:

e CyOBEKTEI, CO3NAOLIME IEpCOHAIbHbIE JaHHble (B KaueCTBE TAKOTO CYyOBEKTa MOKET
BBICTYNATh JIMLO MJIM €TO INPEACTAaBUTEb B BUE IPOTPAMMHOIO MIIM TEXHUYECKOTO CPEICTBA);

¢ CyOBEKTBI, KOTOPBIM EPCOHANLHEIE NaHHBIE [IPeAHA3HAYEHBI,



® IpaBMja I0CTYNa K 3alMIIaeMOH HHGbOpMALIHK;

® HH(OPMALNOHHBIE TEXHONOTHH, GA3bI NAHHBIX, TEXHHUECKUE CPE/ICTBA, HCIIOMb3YEMbIE
Ul CO371aHKs B 00pabOTKH NepPCOHANBHBIX JAHHBIX,

¢ HUCTOJNB3YEMBIE B IPOLECCE CO3JaHUS W HCIONB30BAHUS IEPCOHATBHBLIX JAHHBIX
00BEKTEI, KOTOPBIE MOTYT OBITH OGBEKTAMH YIPO3, CO3AAIOMIMMH YCIOBHS ISl OABIEHUS yrpo3
'MEPCOHATbHBIM JaHHBIM. Takoro pofa o0beKTaMH MOTIYT ObITh, HAPHMED, TEXHHYECKHE H
PpOrpaMMHEIE Cpe/ICTRA.

o CremeHp JNeTalM3allUM OMUCAHMs [JO/DKHA OBITh JOCTATOYHONW /IS BBIMOTHEHHS
OCTallbHBIX TpeboBaHWH K 3Tamy cOopa M aHauW3a HCXOMHBIX MAHHBIX N0 HH()OPMALHOHHOM
cUcTeMe.

Omnucanne popm NpeacTaBIeHHs MEPCOHATLHBIX JAHHBIX

IlepcoHanbHble qaHHBIE HMEIOT pasiiuyuHbie GOPMBI NpeCTaBICHHS (bopmel pukcamun) ¢
YYETOM HCHONB3YEMBIX B HMH(OPMALMOHHON CHCTEME HH(POPMAIMOHHBIX TEXHONOTHH |
TEXHMUYECKHX CPEJICTB.

Heobxomnmo  nate  omucamwe stux  (opm  mpencTaBneHus  (opm duxcarum)
NEPCOHATBHBIX JaHHBIX. K TakuM (opmam oTHOcATCs 06macTi onepaTuBHOM mamaTH, (aiiibl,
3amicy 06a3 JTaHHbIX, TOYTOBBIE OTIPABIEHHUS | T.]I.

Onucanne undopmanmu, conyrersyromeii mpoueccamM co3JaHHS U UCHO/Ib30BAHMS
NEePCOHAMBHBIX TAHHBIX

Ha ocHoBe anamu3a ycnoBuit CO30aHHs U HCTIONB30BAHMS TIEPCOHANBHBIX JAHHBIX AOMKHA
ObITh oOmpeseneHa MHGOPMALNS, COMYTCTBYIOMAS NPOLECCaM CO3JAHMS H HCIOMb30BAHUS
NEPCOHANBHBIX NaHHBIX. Ilpu 5TOM mpescTaBiser HHTEpEC TONBKO Ta MHAOPMAIMS, KOTOpas
MOJKET OBITh 0OBEKTOM YIPO3 U MOTPEOYET 3aIHTEL

K ykazanHoit uH(GOpMALMK, B YACTHOCTH, OTHOCHTCS:

® KmoueBad, ayTeHTHUIUPYIOUIas U NaponbHas HHPOPMAIHS KPHIITOCPECTRA;

® Kpunrorpaduuecku onachHas uxHdopmarmsa (KOW);

* KOH(HIYypalHOHHAS HHbOPMAIHS;

s yIpasisioumas HHGpopMarms;

® HH(bOPMAIMA B 3IEKTPOHHBIX KYPHAIAX PErMCTPALIHH;

¢ mNODOYHBIE CHTHATBL, KOTOPBIE BO3HHKAIOT B mponecce  (hyHKUHOHHPOBAHHSA
TEXHUTIECKHX CPEACTB M B KOTOPBIX MOJHOCTBIO WIIM YACTHYHO OTPAKAIOTCS TMEepCOHANbHBIE
JaHHBIE UK Apyras 3aiuiaeMas HHhOpMaIus;

® pe3epBHBIe KOMUK (aiios ¢ 3amMIaeMol HH(pOpMaImeH, KOTophIe MOTYT CO3/1aBaThCs
B rpolecce 06paboTku 3Tux haitnos;

® OCTaTOYHas HH(OPMAIMs HAa HOCHTENSIX HH(POPMAIIMH.

B Tex cmywasx, xorjga Mozenmb yrpos paspabaThiBaeTcss NHIAMM, He SBISIOLIEMHECA
CHCLMANTACTaMM B O0NACTH  3alUTHl  MHGOPMALHH, DEKOMEHAyeTCs  OrPaHHYHTHCS
NPUBENICHHBIMU BRIIE NpPUMEpaMH HH(OPMAILMH, CONYTCTBYIOIIEH MpoLEeccaM CO3TaHMS H
UCIIOJIb30BAHUS [1EPCOHATBHBIX JaHHBIX.

PaspaoTuuku MOZENH Yrpos - CHENHANHCTHI B OBNACTH 3ALUTHI HHOOPMALIUH MOTYT
YTOYHHUTEL YKa3aHHBIH BBIIE [EpeUYeHbh HH(OPMAINH, COMYTCTBYIOMEE mponeccam CO3IaHus
MCIIONIB30BAHUS TIEPCOHANBHBIX [MOAHHBIX, C IPUBEACHMEM COOTBETCTBYIOIIMX OOOCHOBAHMIL.
Pexomenyercs ykasaHHOe yTOYHEHHE [eNaTh TOMHKO B CIydae HEOGXOMMMOCTH pa3paboTku
HOBOTO THIIa KPUOTOCPEACTBA.

YrouHeHne mepeuHs HHOOPMAIMH, COMYTCTBYIOIEH MpoleccaM  CO3NaHUS |
UCIONB30BAHMSA IEPCOHATBHBIX JaHHEIX, 0KHO OCYIIECTBIATHCS Iy TEM:

® HCKIIOYCHHS THIIOB paccMaTpuBaeMOH MH(OPMAlMHM M3 YKA3aHHOTO BLIlE IEpeyHd,
KOTOPBIE ABJISIOTCS H30BITOUHBIMU B CHITY CHIEH(HKH KOHKPETHOH MH(DOPMAIIMOHHON CHCTEMBI:

® KOHKpETH3allWM W JIETANU3alMK HE HCKIIOYEHHBIX THIIOB pacCcMaTpHBaeMOoi
MH(OPMALIUK C Y4ETOM KOHKPETHBIX YCIOBHI SKCIUTyaTaluy HHBOPMALIIOHHOH CHCTEMBI:



e OmnMCaHWs THIOB paccMarprBaeMoid HMHGOpPMAlMH, HE YKa3aHHBIX B IMPHBCACHHOM
BBIIIIE TIEpPEYHE.

OnpejiejieHne XapaKTePUCTHK 0€30MacHOCTH

Heo6XOOUMO OIPEIENUTE XapaKTepPUCTUKH Oe30macHOCTH HEe TOIBKO IMEPCOHAIbHLIX
JAHHBIX, HO H XapaKTEPHCTHKH 0e301aCHOCTH BCeX 0OBEKTOB, KOTOPbIC OBLIH OTpPE/E/IeHbl KAK
BO3MOYKHBEIE 0OBEKTEI YTPO3.

OCHOBHBIMH (KJTacCHUeCKUMH) XapaKTepUCTHKAMH 0e30macHOCTH SIBJIIOTCS
KOH(DHICHITHANIBHOCTE, LEIOCTHOCTE U JOCTYITHOCTE.

B jomojHeHHe K MEPeUHCIEHHBIM BBIE OCHOBHBIM XapaKTEpPUCTHKaMm Oe30MacHOCTH
MOTYT PACCMATPUBATHLCS TAKIKE U IPYTHe XapaKTEPUCTHKH Oe30MacHOCTH. B yacTHOCTH, K TAKHM
XapaKTCPUCTHKAM OTHOCSITCS HEOTKa3yeMOCTh , YYETHOCTb (MHOTJa B Ka4eCTBE CHHOHHMA
FCTIONB3YETCA TEPMUH «IIOIKOHTPONBHOCTEY), ayTEHTUYHOCTE (MHOTNA B KA4ECTBE CHHOHHMA
HCIIONB3YETCA TEPMHH «IOCTOBEPHOCTHY) U aJCKBATHOCT.

TTpuBeIEHHBIA CIMCOK XapAaKTEPUCTHK OE30MaCHOCTH HE ABJAETCH HMCYCPILIBAIOLIMM.
B0o3MOKHOCTE GOJBIIOTO YHC/a XapaKTepUCTHK Oe30MacHOCTH KPORTCs B ONPEAEIEHNH ITOHATHS
«XapaKTepUCTHKA 6e30MaCHOCTH 00BEKTaN:

e HeoTKasyeMoCTb - CIOCOOHOCTH OKa3aTh, YTO AEHCTBHE HIIH COOBITHE IPOM3OILIO
TakiM 00pa3oM, 4To (PaKT ACHCTBHA UM COOBITHS HE MOXKET OBITE OIPOBEPTHYT.

o Y4eTHOCTh - CBOMCTBO, OOECIIEUHBAIOIIEE OJHO3HAUHOE OTCIEKMBAHHE COOCTBEHHBIX
JNeHCTBUE J11000r0 JIOrHYeckoro oO0BEKTa; obecrieyeHue TOro, 4ro JAeHcTBHS CcyOBEKTa IO
OTHOLIEHHIO K 0GBEKTY MOTYT GBIT IPOCIIEKEHB! YHHKANBHO 110 OTHOLICHHUIO K CYOBEKTY.

o AYTEGHTHYHOCTh - CBOMCTBO OOECICUCHMA MJEHTHYHOCTH CyOBEKTa MIM pecypca
3aSBJICHHON WIEHTHYHOCTH. AYTEHTHYHOCTh [PHUMEHAETC K TakuM CyOBeKTaM Kak
[OJIb30BATENN, TPOIECCH, CHCTeMbl W HHGOPMaLMA; HAECHTHYHOCTH 0OBEKTa TOMY, 4TO
3asBIEHO.

e AJIeKBATHOCTb - CBOMCTBO COOTBETCTBHUSA MpPEJHAMEPEHHOMY TOBEJACHHMIO H
pe3yJbTaram.

«XapaKTepHCTUKA (e30nacHoCTH 00beKTa - TpeboBante K 00BEeKTY, HIIH K YC/IOBHAM €ro
CO3ZaHMsS W CYIIECTBOBAHHMS, WM K HHpopMauuu 00 00BEKTE W YCIOBUSX €ro CO3JaHus H
CYIIECTBOBAHMA, BBHINOJIHEHHE KOTOPOro HEeoOXOmMMO /Uit OOCCHeUeHMS 3allMLIEHHOCTH
"KU3HEHHO BaJKHBIX HHTEPECOB JTMYHOCTH, O0OIIECTBA HITH FOCY/1apcTBay.

Kak npaBuio, YCJOBHS CO3ZAHHS H CYLIECTBOBAHHS pealbHbIX OOBEKTOB NOCTATOYHO
CIIOKHBI M, KaK CJIEACTBHE, K HHM MOKHO NPEABABHTHL AOCTATOUHO MHOIO CaMmbIX PasIHYHBIX
TpebOBaHH. _

Tak kak yrpoza 6e30macHOCTH OOBEKTa - BO3MOXKHOC HapYIIEHHE XapakTCPUCTHKH
6e30MacHOCTH 00bEKTa, TO IEPEYeHb BCEX XapPAaKTEPUCTUK OE30MacHOCTH Il BCEX BO3MONKHBIX
00BLEKTOB YTpoO3, M0 CYTH, ONIPEAEIeT MOLENb YTPO3 BEPXHEr0 yPOBHI.

Hanpumep, ecid B HHGOPMALHOHHOK cucTeMe TpebyeTcs 0BecreurTh TONBKO 3aIlUTy 0T
VHUYTOKEHMS, LEJOCTHOCT U JOCTYNHOCTh 3aluiuaemMoi uHopmauun (B KaduecTse
BO3MOJKHOTO MPHUMeEpa Takol MH(OPMALMOHHOH CHCTEMbI MOYXKHO IPHBECTH HH()OPMALMOHHYIO
CHCTEMY [IKOMBHOTO YHYHTENS. COAEpPIkKAllylo OOIENOCTYMHbIE [EPCOHANBHBIE JAHHBIC
YUaIMxcs), TO MOJENb YIPO3 BEPXHETO YPOBHsI COLEPIKUT CIESAYIONIMH [ePeHeHb yrpo3:

° yIpo3a YHHUTOKEHUs 3aMIaeMoR uH(OpMaLKK;,

e yrpo3a HapyIlleHHs LENOCTHOCTH 3allKIaeMoil HHOpMAaLUH;

e yrpo3a HApyIIEHHs JOCTYIMHOCTH 3allMIIaEMON HH(YOPMALIKH.

2.3. Metonoaorus pOpMHPOBAHUS A€TAJTHIHPOBAHHOKH MOJEIH yIrpo3

MO3KHO MPUBECTH [IPUMEPEI, KOTJA 1eNeco00pasHo Co3/laHie MOJeNell yTpo3 HECKOIbKHX
YPOBHEH HeTaIU3aLIHH.

OuYeBHIHBIM IPHMEPOM MOMKET CIIYKHUTH OODBEKT Yrpo3, MPEACTABIAIOUMA CIOKHYIO
TEPPUTOPHATLHO PACIPENCICHHYIO aBTOMATHM3UPOBAHHYIO CHUCTEMY, MUIS KOTOPOH YCIIOBHA
(QYHKIHMOHHPOBAHUS PA3IMUHBIX COCTABHBIX YaCTEH CHCTEMBI MOTYT CYMIECTBEHHO Pa3MHaThCs.



[Ipu anamuse takoit cucTeMsl, Kak IIPaBHJIO, HCTIONB3YETCA IMPHHLMI ACKOMITO3MLIMM CIIOKHOTO
o0bekTa. Ecim e CoCTaBHBIE YacTH cHCTEMB! TAKke BechMma CIIOXKHBI, TO MX aHalH3 CHOBA
NoTpedyeT UCTONMB30BaHKUe NPUHLIMITA IEKOMIO3HIIHN CIOMKHOIO o0bexTa. B paccmarpusaemom
CIly4ae LenecoobpasHo co3manme Mofeneif yrpo3 aid Kaxioro 00BEKTA, TONMYyYarOmIerocs B
npoLecce AEKOMMO3ULIHH.

[Ipu onpenenenuu yrpos 6e30macHocTH 06beKTa ClleyeT pa3iuyarTh:

® YIPO3BI, HE SABIAIOIIHECS ATAKOMH,

® aTaKH.

Pexomennyercs ucnons3oBats CIICOYIOUYIO CTPYKTYPY YIPO3, HE SIBISIFOLTUXCS ATAKAMHK:

® YTPO3BL, HE CBS3aHHBIE C JEATENBHOCTBIO YENOBEKA: CTHXMHHBIE OEICTBHS H
TPHPOAHBIE ABNEHUS (3EMIIETPSCEHHUSI, HABOIHEHHYS, YPATraHbl U i)

® YIPO3Bl COLHMAIBHO-TIONUTHYECKOrO XapakTepa: 3abacTOBKH, CaBOTaX, NOKAIbHBIE
KOH(IMKTEI U T.11.;

® OMmHOOYHBIE AEHCTBHS M (MIM) HApYIICHHA TeX HIM HHbBIX TpeOOBaHMH IHLIAMH,
CAHKIIHOHHPOBAHO B3aMMO/IEHCTBYIOUIMMH C BO3MOKHBIMH OOBEKTAMH YyIpo3.

Ecnu, nanpumep, B kauecTBe 06BekTa Yrpo3 BBICTYNAET aBTOMATH3MPOBAHHAS CHCTEMA B
3amMIeHHoM ucnonueHuu (AC3U), To k TakuM neHCTBHSM U HapyLUIEeHWsIM, B YacTHOCTH,
OTHOCSTCS:

¢ HCHPENYMBIIIEHHOE MCKAKEHHE HITH Y/IalleHHe [POrpaMMHBIX KOMIIOHEHTOB AC3H;

® BHEIPCHHE U MCTIONb30BAHME HEYUTEHHBIX MTPOTPAMM,;

® HWIHOPMPOBAHHE OPTraHW3ALMOHHBIX OTpaHHuYEHHl (YCTAHOBIEHHBIX NpaBui) TpH
pabote ¢ pecypcamn AC3U, Bkmovas cpencTsa 3aimmThl uH(popMaiyu. B yactHOCTH:

© HapylIeHUC MNpPaBUI XpaHEHHS WH(OOPMAUMH OTPaHHYEHHOTO JOCTYIIA, HCIIONB3yeMOM
TP SKCILTyaTallik CPEACTB 3allMTBl HHPOPMANMK (B YaCTHOCTH, KIIOYEBOH, NapoNbHON
ayTeHTH(QUUMpYIOmei uHbOpMaIH);

¢ TPCAOCTABICHUE MOCTOPOHHMM JIMLAM BO3MOKHOCTH JOCTYNA K CPENCTBAM 3AUTHTHI
MH(BOPMAITHH, & TAK)KE K TEXHUUYECKHUM U POrpaMMHBIM CPENICTBAM, CIIOCOOHBIM MOBIMSITH HA
BRIMOJIHEHUE IIPCABABIAEMBIX K CPEACTBAM 3aUTEl HHbOPMAIMY TpeGoBaHHMil;

® HACTPOHKa H KOH(UIYPHPOBAHHE CPEICTB 3AILATHI MH()OPMALIHH, a TAK)KE TEXHUYECKHUX
1 IIPOTPaMMHBIX CPEZCTB, CMIOCOOHEIX MOBIHUATH HA BHITONHEHHE HPEIBIBISEMBIX K cpeacTBaM
3aIIUTE HHGOPManuy TpeGOBaHMH, B HapyILICHHE HOPMaTUBHBIX H TEXHHYECKHUX JOKYMEHTOB;

° HecooOmieHHe o0 (axkTax yTpaTel, KOMIpPOMETALMHU KIIIOYEBOH, MNapoNbHOH H
ayTeHTHHLIMpPYIOmelt UHpOPMALUK, a Takke 060 Opyrodl uHMOpPMAalUK OrPaHHYEHHOTO
JIOCTYTIA.

® YTPO3kl TEXHOTEHHOTO XapaKTepa, OCHOBHBIMH H3 KOTOPBIX ABISAIOTCS:

° aBapuM  (OTKJIFOUEHME  3JIEKTPONUTAHHS, CHCTEMBI 3a3eMIIEHHs, pa3pyllIeHHe
HHKEHEPHBIX COOPYKEHWH U T.11.);

¢ HCUCIIPABHOCTH, COOM amlnapaTHBIX CPEACTB, HECTAOHILHOCTS NapaMeTpoOB CHCTEMEI
JNEKTPOMTUTAHUS, 3a3EMJICHUS H T.J1.;

¢ [OMEXH M HaBOAKH, IPUBOJAIIAE K cO0AM B paboTe anmapaTHbIX CPencTs.

Crnenyer oTMETHTB, 4TO, KaK MpPABUIIO, 3AlIMTA OT YIpo3, HE SBJISAIOIIMXCS aTakaMu, B
OCHOBHOM  PETNIAMEHTHPYETCS  WHCTPYKLUHAMH, pa3spaboOTaHHBIMH U YTBEP:KICHHBIMH
ONCpaTopaMu €  y4ETOM OCODEHHOCTEH JKCIUIyaTalud HHGMOPMALMOHHBIX CHCTEM ©
OEUCTBYIOIEH HOPMATHRHOH a3kl

Kak moxazan MupoBoit u oTedecTBeHHBIH ONBIT, aTakW ABJIAKOTCS HAUOONEE ONACHBIMH
YrposaMu (970 OOYCIOBIEHO HX TIIATENBHOM MOATOTOBKOL, CKPBITHOCTBIO TIPOBEIEHHS,
le/ICHAIPABICHHEIM BRIOOPOM 0GBEKTOR | TeNel aTak).

ATaKH FOTOBATCS M TIPOBOMISTCA HAPYLIMTENEM, MPUYEM BO3MOYKHOCTH TPOBENEHHS aTaK
OOYCNOBIIEHBl BO3MOXKHOCTSAMH HAapylIHTeNns. WHbIMH CIIOBaMH, KOHKPETHBIE BO3MOKHOCTH
HAPYLIUTENS OIIPENIe/IIOT KOHKPETHbIE aTaKH, KOTOPHIE MOXKET POBECTH HAPYIIHTEND.



Ho Torga ¢ y4eToM OmpeaeNeHus NOHATHS «MOJE/b HAPYIIUTENII» BCE BO3MOKHBIE aTaKu
OIPeICNAIOTCS MOJEIBIO HAPYIIHTEIIS.

MoJenb HapylIUTes TECHO CBA3aHa C MOJENBIO YIPo3 H, IO CyTH, SBJISCICH €€ HacThO.
CMBICTIOBBIE OTHOLIEHHS MEXKIY HHMH Cliefyoinue. B Mojenn yrpo3 coAepKUTCA MaKCHMalbHO
[OJIHOE OTHcaHKe yrpo3 GezomacHocTH oObexTa. Mojens HapylIUTeNs COACPXKHT ONHCAHHME
IPE/TNONOKEHUsT O BO3MOXKHOCTAX HApYIUMTENs, KOTOPbIE OH MOKET HCHOMbL30BaTh LA
pa3paboTKy ¥ MPOBELEHHUA aTak, a Takike 00 OrpaHHYCHHIX Ha 3TH BO3MOXKHOCTH.

2.4. Meromosorusi GopMHPOBAHHA MOJEH HAPY LINTeEJIs

Drtanpl pa3paboTKH, NPOH3BOACTBA, XPAHEHHWsl, TPAHCIOPTUHPOBKH, BBOAA B
HKCILIYATALMIO TEXHHYECKHX H MPOrPAMMHBIX cpeacTs kpunrocpeacrsa u COK

Ha oranax paspaGoTKH, [POH3BOACTBA, XPAHCHHS, TPAHCTIOPTHPOBKH, BBOAA B
SKCIUTYaTalMI0 TEXHUYECKHX W [POrpaMMHBIX cpencts kpumnrocpenctsa 1 COK obpaborka
NEPCOHANBHEIX JAHHBIX HE MPOH3BOHTCS. [103TOMY 00BEKTaMK atak MOTYT OBITE TONBKO CaMH
3TH CPEACTBA U LOKYMEHTAIMA HA HAX.

B CBSI3M ¢ U3JIOKEHHBIM Ha YKa3aHHBIX 3Talax BO3MOKHBI CIEAYIOLIME aTaKy:

® BHECEHME HEraTHBHBIX (DYHKIMOHATIBHBIX BO3MOMKHOCTEH B TEXHHUYECKHE H
IporpaMmHble  KOMIOHEHTH Kpuntocpeactea u COK, B TOM wuuclie ¢ HCIONB30BAHHEM
BPEIOHOCHBIX MPOrpamMM (KOMIIBIOTEPHbIE BHPYCHL, «TPOSHCKHE KOHU» H T.1L.);

e BHECEHME HeCAaHKUHMOHHPOBAHHBIX H3MEHEHUH B TOKYMEHTALMIO HA KPHUIITOCPEACTBO U
TeXHUYECKHE U MporpamMmMHele koMroHeHTel COK.

¢ HeoOX0aMMO OTMETHTb, YTO YKa3aHHBIC aTaKH:

e Ha oramax pa3paboTkKH, INPOU3BOJACTBA W TPAHCIOPTUPOBKHM TEXHWUYECKHX H
IporpaMMHbIX cpenctB Kpumrocpeactsa u CEOK MOryT mpoBORUTBES TONBKO BHE 30HLI
OTBETCTBEHHOCTH OIEpaTopa,

e Ha JTalle XPaHEHHs TEXHUYECKMX W MPOTPAMMHBIX CpPeAcTB Kpunrtocpeactsa u COK
MOTYT [IPOBOJIMTECS KaK B 30HE, TAK M BHE 30HBI OTBETCTBEHHOCTH ONEPaTOpa;

® Ha OTalle BBOJA B OKCIUIyaTallMI0 TEXHHYECKHMX KW [POrpaMMHBIX  CPEICTB
kpuntocpectsa i COK MOryT mpoBoMTECH B 30HE OTBETCTBEHHOCTH OII€PaTOpa.

o B CBA3M ¢ U3JI0KEHHBIM OMEPATOPbI AOJIKHEI [1PELYCMOTPETh MEPBI KOHTPOJISL:

e COOTBETCTBHS TEXHHMYECKHMX H TpOrpaMMHBbIX cpelcTB kpunrtocpenactsa u COK wu
JNOKyMEHTALMH Ha 93TH CPEACTBa, [OCTYNAKIIMX B 30HY OTBETCTBEHHOCTH OMEpaTopa,
STAIOHHBIM 00pasiiam (HarpuMmep, OlepaTop AOMKeH TpeboBaTh OT IOCTABLUIMKOB TapaHTHH
COOTBETCTBHSA TEXHHYECKUX W IPOrpaMMHBIX cpencTs KpunTocpejacTea 1 COK u nokymeHTauuu
Ha 3TH CPENCTBA, IOCTYMAKOIIHX B 30HY OTBETCTBEHHOCTH OIEPATOPA, ITAIOHHBIM 00pasuaM
WIH MeXaHM3Mbl KOHTPOJsl, O3BOJIIOUIME ONEparopy YCTAHOBHTH CAMOCTOATENBHO Takoe
COOTBETCTBHE);

o [CJIOCTHOCTH TEXHHYECKHUX M IIPOrpaMMHBIX cpeicTB Kpunrocpeactsa u COK wu
JOKYMEHTAI[MH HA 3TH CPEJCTBA B [IPOIIECCE XPAHEHHs M BBOA B IKCIITTyaTALUIO ITHX CPENCTB.

Iran HKCNJAYATANUH TEXHHYECKHX H NPOrpaMMHBIX CPeICTB KPHITOCPEACTBA H
COK

Ataxa kak qro00e LefeHanpapieHHoe NeHCTBHE XapaKTEePU3yETCHd PAIOM CYIIECTBEHHBIX
npu3HakoB. K OSTHM CyIIECTBEHHBIM IIPU3HAKAM HA 3Tale OKCIUIyaTallld TCXHMYECKHX H
IporpaMMHbIX cpencTs kpuntocpencTsa 1 COK BrionHe eCTECTBEHHO MOKHO OTHECTH:

e HApYLIMTENA - CyObEKTA ATAKH,

e 00LEKT aTakH;

® [[eJib aTaKu;

e MMEIOLIYIOCH Y HapyluuTels nHpopMaiuio 00 00BeKTe aTaku,

® MMEIOIIMECS Y HAPYIIUTENS CPENCcTBa aTaKH;

® KaHaj aTakKu.

Bo3MoskHbBIE 0OBEKTH] 4TAK M LEIH aTaK ONpenesdioTes Ha 3Tane (OPMUPOBAHUS MOJEIIH



YT'PO3 BEPXHETO YPOBHS.

[Ipu onpenenennn o6wexToR aTaK, B YAaCTHOCTH, MOJKHBI OBIThH PacCMOTPEHEI Kak
BO3MOKHBIE OOBEKTHI aTaK M MPH HEOHXOIUMOCTH KOHKPETU3UPOBAHEL C y4ETOM HCIIOIb3YEMBIX
B HUHDOPMALHOHHOH CHCTEMe HHOOPMALTHOHHEIX  TEeXHONOTHH u TEXHHYECKHX CPEJICTB
Clenyroume o0beKTh:

® JHOKYMCHTALHUs Ha KPUNTOCPENCTBO M HA TEXHHUECKHE U [IPOTPAMMHBIE KOMIIOHEHTEI
COK;

¢ 3AlIMIIAEMbIC [IePCOHATILHBIE TaHHbIE,

® KIOYeBasd, ayTeHTHQUUMPYIOLIAS U IapoJbHasT HH(pOpMaIHs;

® KpUNTOrpahuueckm onacHas uHpOpMaLys (KOn;

® KpUNTOCPEACTBO (NpOTpamMMHBIE H dLIIapaTHLIE  KOMIIOHEHTBI KPHITOCPEACTRA);
TEXHHYECKHE H IPOTpaMMHbIe KOMIOHeHTH CDK:

® JIaHHBIC, [IepElaBaeMBbIe MO KAHATAM CBS3H;

® TOMEIICHHS, B KOTOPBIX HAXOAATCS 3aIIMIAEMBIE pecypcel  HH(pOPMALMOHHOM
CHCTEMBI.

B Tex cayuwasix, xorga monens Yrpo3 paspabaTbiBaeTcs JTUIaMH, He SBISIOIHMHUCS

CHCLHATICTAME B 00NacTH 3aIIMTHL  MH(OpPMALKH, PCKOMEHAYETCS  OTPaHHYUTHLCS
IIPUBENICHHBIMY BBILIC IPUMEPAMH BO3MOMKHEIX OGBEKTOB ATAK.

Pazpaborunku monmenu YTpO3 - CHENHANHCTEl B OONACTH 3aIMThI MH(pOPMALHH MOryT
YTOYHUTb  yKA3aHHBIM BBIE [EPEYEHb BO3MOMNHBIX OGBHEKTOR aTak C TpHBEIEHUEM
COOTBETCTBYIOIMX 00OCHOBaHMH. Pexomenmyercs YKa3aHHOC YTOYHEHME JejaTh TONLKO B
Ciy4ae HeoOXOAMMOCTH paszpaboTKH HOBOT'O TN KPHITOCPEICTBA.

YTouHeHHE [epeuHs BO3MOKHBIX 00BEKTOR aTaK JOIKHO OCYIIECTBIATHCS MyTEM:

® HCKIIOUCHUs O0BEKTOB aTaKk M3 YKA3aHHOTO BHIIIE IIEPEUHS, KOTOPBIE SIBISKOTCH
H30BITOUHBIMH B CHITY Cenu(UKH KOHKPETHOM HH(OPMALMOHHOM CHCTEMBI;

¢ KOHKPCTM3aLMM M JETaNM3aUMM HE MCKIIOUEHHBIX OGBEKTOR aTaKk C y4erom
KOHKPETHBIX yCIOBHH SKCIUTyaTallnH HH(OPMALHOHHOMN CHCTEMBI;

® OmNUCaHHsA OOBEKTOB aTaK, He YKa3aHHLIX B NPUBEICHHOM BBIIIIE MIEPEYHE.

C yyeToM H3MOKEHHOro Monens HapyIIUTe/s Ans STana SKCIUTyaTalHuH TeXHUYECKHX H
[IPOrPaMMHBIX CPEAICTB KpuntocpeacTsa u COK nomiua mvers CIENYIOUIYIO CTPYKTYpY:

® Ommcanue HapymuTenel (CyGreKTos arax);

¢ TpeAnonoxenus od nmeronretics y Hapymmrens uHGOpManuu 06 06beKTax aTak;

¢ TPEANONOKEHUA 00 UMEIOIIMXCA Y HAPYIIHTES CpeJICTBax aTak,

® ONHCaHHEe KaHAJIOB aTakx.

Onucanue napyuiumenei (cydvexmos amax)

1) Pa3nuuaior mects 0CHOBHBIX THHIOR Hapywmrene: Hy, Hy, ..., Hg.

lpennonaraercs, uro Hapymmrenn tina Hs u Hg Moryt crasuts paboTh! Mo co3nanuio
Cnoco00B W CpPeacTB arak B HayHHO-UCCIENOBATENLCKHX LIEHTpAX, CICIHATU3UDYIOIUXCA B
00J1acTH pa3paboTKy 1 aHanu3a Kpunrocpencts u COK.

BosmoxrocTy Hapymmrens tama Hi+, Brimouator B ce6s BosmokHOCTH HapPYIINUTENs THIA
H. (1 <i<3).

Ecmu  BHemnuit  mapymurens obmamaer BO3MOXHOCTAMH TIO CO3JIaHHUIO C1rmocoboB
TOATOTOBKM aTaK, aHAOTMYHBIMH COOTBETCTBYFOLIMM BO3MOIKHOCTSIM Hapymmmrens tuna Hi (3a
HCKIIOYCHUEM  BO3MOKHOCTEH, MpPEeJOCTaBIISEMbIX npeObBaHHEM B MOMEHT aTakd B
KOHTPOIHPYEMOH 30HE), TO 3TOT HAPYIIUTEND TAKKE Oyzner o6o3nauaThes Kak HapywMTENH THIA
H (2 <i <6).

2) JlaHHBIN paznen Momgenu HAPYIIHTENIS JOIDKEH CONEPKaTh:

® TCPCHEHP JIMI, KOTOPBIE HE pPAacCMATPHBAIOTCS B  KAYECTRE MOTEHIHATBHBIX
HapyIIHTeNeH, 1 060CHOBaHHE 3TOrO nepeyHst (Ipy HeoOXONUMOCTH);

® TPEANONOXKEHHE O HEBO3MOKHOCTH CroBOpa HApylIuTened (s BceX THIOB



HapyIIUTeNel) MM  [PEATIONOKEHHS O BO3IMOIKHOM CrOBOpe HApyLIMTeTeH W 0 XapakTepe
CrOBOpa, BKIIOYAA [MEPEYHCICHHE JOMOJHUTEIBHBIX BOSMOKHOCTEH, KOTOpBIE MOryT
HCIIOJIb30BATh HAXOJIIIMECS B CrOBOPE HAPYLIMTENH IS OJIOTOBKH K IIPOBENEHUS arak (s
HapymuTesnei tuna Hy - Hg).

[Ipumeyanue

JaHHBIH pasnen MOAEU HapyIIUTENS HMeeT CIACAYIOIIee TUTIOBOE CONEPIKaHHeE,

CHauana Bce (HIMYECKHE NMIA, HMEROLIHE AOCTYI K TEXHHYECKHM M IIPOrPaMMHEIM
CPeNCTBaM HHPOPMALHOHHOMN CHCTEMEI, pa3iesioTes Ha CIIEAYOLIHE KATErOPHH;

® Kateropus I - muua, He umerowmye npasa g0cTyNa B KOHTPOITHPYEMYIO 30HY
* HH(OPMALHOHHON CHCTEMBL,
* xateropus II - muua, uMeroLMe MpaBo MOCTOSHHOrO HIIH Pa3s0BOro I0CTYIIA B

¢ KOHTPOJHPYEMYIO 30HY HHDOPMALIMOHHON CHCTEMBL.

o Jlanee Bce NMOTEHUMATBHEIE HapyLHTENH [10Apa3AesioTCs Ha:

® BHCIIHHX HapyLIMTENEH, OCYILECTBISIFOIIMX 4TakH M3-3a [IPEJICIIOB KOHTPOJIMPYEMO
30HBI HH(POPMAILIMOHHON CHCTEMEL,

¢ BHYIDCHHHX HapylIMTEneHd, OCYMECTBAMIOMIMX aTakd, HAXONICH B npenenax
KOHTPOIUPYEMOH 30HBI HH(OPMALMOHHON CHCTEMBL.

¢ KoHcTarupyercs, uro:

¢ BHCIIHUMH HAapyHIMTENAMH MOTYT ObITh Kak Jiuua KaTeropus I, Tak u muia KaTeropus
1I;

¢ BHYTPCHHHMH HApYUIUTENSIMH MOTYT OBIT TOJIBKO M4 Kareropuu II.

Haetcs onmcanme NpPUBMIErHPOBAHHBIX NOJb30BaTeNled HHGOPMAILMOHHOM CHCTEMBbI
(YICHOB YNNI aIMHHHCTPATOPOR), KOTOPBIE HasHAYAIOTCA U3 4MCIa 0000 TOBEPEHHEIX JIHLL U
OCYINECTB/LIIOT ~ TEXHHYECKOE OOCIYKHMBAHHE TEXHHUECKHX | IIPOTPAMMHBIX  CPEJCTB
Kpuntocpenctsa u COK, Brmrouas wux HACTPOHKY, KOH(QUTYpHpOBaHHE H pacrpenenenue
KITFOYEBON NOKYMEHTALMH MEXKIY HCTIPHBUJICTHPOBAHHBIMH ITOJIb30BATEIISAMH.

Hanee cnenyer o60CHOBAHHE MCKITIOYEHHS Tex Wi MHBIX THIOB JIMIl KaTeropuu Il u3
HHCIa MOTCHUMANBHBIX HapymuTenel. Kak mpasmuio, [IPUBHJIETUPOBAHHBIE I10JIL30BATENH
HH(QOPMALMOHHON CHCTEMBI HCKITIOYAIOTCS H3 YHCIA [OTEHUHABHBIX HapyIIHTENei,

1, nakoHew, paccmatpusaetcs BOIIPOC O BO3MOKHOM CTOBOpE HAPYIIHTEIEH.

Ipeanonoxenus 06 umeromeiics Y HapywuTeas nadopmMauuu o6 06berTax aTax

HanHbIl pasaen Monenn HapywuTeNs 10mKeH COJlepIKaTh:

® TPCANONOKCHHE O TOM, 4YTO TNOTEHLHAIBHBIE HAPYIIHTETH obnanarwdT Beeit
HH(OpMaLKel, HeOOXONMMOH U1 MOATOTOBKM K [IPOBEACHUS aTaK, 3a HCKIIOYEHHEM
HHQOpMaLMM, JOCTYI K KOTOpOi co CTOPOHDI HapYIIHTENS HCKIIOYASTCS CHCTEMOM 3AINHTHI
uHQopManuy. K takoit uadopmarmm, HAIIPHMED, OTHOCHTCA IAPOJIBHAS, ayTeHTHGULHPYIOmas
H KIToYeBas HHpopMawus.

® 000CHOBaHHBIC OrpaHMYEHHS HA CTEIEHE HH(QOPMHPOBAHHOCTH HAPYIIHTENS (epeuens
CBCAEHHH, B OTHOLICHHH KOTOPBIX NIPENIOIAraeTCs, YTO OHHU HapyIIHTENO HEOCTYITHE]).

[Ipumeyanue

OGoCHOBaHHBIE OTpPaHWYECHHS Ha CTemeHb HH(OPMUPOBAHHOCTH HAPYIIHTENS MOTYT
CYMCCTBEHHO CHH3UTL TPEOOBAHUS K KPHIITOCPEACTBY TIPH €ro paspadoTke.

[Ipn onpeneneHnn orpanuyenudt Ha cremens MHQOPMHPOBAHHOCTH HAPYIIUTENA, B
HaCTHOCTH, JIO/DKHBI OBITh PACCMOTPEHBI CIIELYIOIIHE CREICHHS:

¢ CONCPXKAaHHC TEXHUYECKOH [OKYMEHTALUMH Ha TeXHHYCCKHE K IIPOTrpaMMHBIE
KomnoHeHTrl COK;

® JONrOBPEMEHHBIE KIIFOYH KPHIITOCPEICTBRA,

¢ BCC BO3MOKHBIC IaHHbIC, [IEPE/IABACMBIE B OTKPBITOM BHJIE 110 KAHAIAM CBf3H, HE

® SAllMIICHHBIM  OT  HECaHKLUHOHMPOBAHHOIO Aoctyna  (HCH) k undopmaumu
OpraHH3alHMOHHO-TEXHUYECKUMU MeEpamu (bazoBele IYCKH, CHHXPOIOCBIIKH,



Hezauu(poBaHHbIE afipeca, KOMaHIbl YIPABICHHS | T.11.);

e CBEJCHHUS O JIMHMAX CBA3H, IO KOTOPEIM MepeaaeTes 3anyimaemMas nH(opMarius;

® BCE CETH CBS3M, paboTalolue Ha eIUHOM KITIOUE;

e BCe NPOABIAIOLIMECS B KaHalaX CBs3u, He sammuieHHbix oT HCJ] x wabopMaimn
OpraHu3allMOHHO-TEXHUYECKMMHU MepaMy, HapyLIeHHs TPaBuil SKCIUTyaTallid KPUIITOCPEACTRA U
COK;

e BCE IPOABIAIOLIMECS B KaHanax cBs3u, He 3amuiieHHbix ot HCJ x wrdopMannn
OpraHu3allMOHHO-TEXHUYECKMMHM MEpaMH, HEHCIPaBHOCTH M cOOM TEXHUHUECKUX CpE/ICTB
kpunrocpeactea u COK;

® CBEJEHHMA, MONY4YaeMblE B pe3y/JbTaTe aHanau3a JI00BIX CHTHATOB OT TEXHHYECKHX
cpencts kpuntocpeacTsa U CPK, koTopble MOXKET NepexBaTHTh HAPYIIHTENE.

Tonpko napymmmrenam tuna Hz - Hg MOryT OBITh H3BECTHEI BCE CETH CBS3H, paboTaroIIne
Ha SAMHOM KITKOYe.

Tonexo mHapymmTtenu tHna Hs - He pacrnonaratroT Hapsigy ¢ AOCTYNHBIMH B CBOOOTHOM
npofaxe NOKyMeHTauued Ha kpuntocpenctso u COK HCXOAHBIMH TEKCTaMU IIPUKIATHOTO
[IPOrpaMMHOI0 obecreuyeHus.

Tonexo napymmutenu tuna H6 pacnomaraioT Bce DOKyMEHTallMeW Ha KPUITOCPEICTBO M
COK.

B Tex cnywasx, Korza MoJZenb yrpo3d paspadarhiBaeTcst JIMLAMH, HE SIBIISIOIAMUCS
crenuanucTaMy B 0071aCTH 3aLUTEl HHPOPMALUU, PEKOMEHIYETCSl OTPAHUYHMTHCS TPUBEICHHBIM
BhIIIE [PEANOJIOKEHHEM O TOM, YTO TIOTEHUHANbHBIE HapyumuTend obnamaroT Beel
uHpopmanuei, HeoOX0IUMOI IS TOATOTOBKH M POBEAEHHS aTaK.

Paspabotuukn Momenu yrpo3 - cneuMaiucThl B 00JacTH 3aliMThl MHOOPMALMK MOTYT
MOATOTOBUTH OOOCHOBAaHHBIE OTpPaHUYEHHS Ha CTerneHb WHOOPMHPOBAHHOCTH HAPYIIHUTENS.
Pexomennyercs ykazaHHOe OrpaHWYeHHE JelaTh TONBKO B Cydae HeoOXOAUMOCTH pa3paboTku
HOBOT'O THIIa KPUTIITOCPEICTRA.

IMpeanosioskenus 06 HMEKIIHXCS Y HAPYIIHTENA CPEACTBAX aTaK

JlaHHBIH pa3aen MOAEIH HAPYIIUTENst JOKEH CONEPKATh:

® [IPENONIOKEHUE O TOM, YTO HApPYUIMTENb HMEET BCe HEOOXOAMMEBIE Ul TTPOBEICHHUS
aTaxK 1o JOCTYIIHBIM €My KaHajlaM arak CpeCcTBa, BO3MOXKHOCTH KOTOPBIX HE IPEBOCXOIST
BO3MOKHOCTH dHAlOIMYHBIX CPEICTB arak Ha WHOOPMAaIWK, COACPKAIIYI CBEIeHHUS,
COCTaB/IAIOIINE TOCYIAPCTBEHHYIO TalHY;

e 000CHOBaHHBIE OIPAaHUYEHHS Ha UMEIOIIUECS Y HAPYIIUTENs CPe/ICTBA aTak.

[Ipumeyanue

OBocHOBaHHEIE OrPaHMUEHHMS Ha MMEIOIIHECs Yy HapylIWTens CPencTBa aTak MOTYT
CYLLECTBEHHO CHU3HUTH TPeOOBaHUS K KPUIITOCPEACTBY TIPH €ro paspaboTke.

[lpu ompeneneHuM oOrpaHdUYeHMH Ha HMEIOIIMECs Y HAapYUIMTENls CPeAcTBa aTak, B
YaCTHOCTH, JOMKHBI OBITH PACCMOTPEHBI:

® arnnaparHble KOMIOHEHTH KpunTocpenctsa 1 COK;

e JOCTYIIHBIE B CBOOOJHOM TmNpojaxke TEXHWUYECKWE CpEeACTBa W IMPOTPaMMHOE
obecreuenne;

e clreuManbHO pa3paboTaHHbBIE TEXHUUECKHE CPENCTBA U IIporpaMMHOe oOecIeueHue;

® IITaTHBIE CPENCTBA.

Hapymmrenu tuna H; u H; pacnmonaraioT Tonmpko JoCTyNHBIMH B CBOOOZHOM mpopaxke
anmnapaTHEIMH KOMIIOHEHTaMH Kpunrocpeactea 1 COK.

JlomoTHUTENBHBIE BO3MOKHOCTH Hapywutened tuna H3-HS nmo monyuenuio anmapaTHBIX
KOMITOHEHT KpunrocpenctBa © COK 3arucaT oT peann3oBaHHBIX B WH(MOPMAITHOHHONW CHCTEME
OpraHM3allMOHHBIX MEp.

Hapymwmrenn Tuna H6 pacnonaramor mro0bIMH - anmapaTHRIMM - KOMIIOHEHTaMHU
kpunrocpeactea u COK. :

Hapymurenu tuna Hl MOryr Mcnonb30BaTh IITATHBIE CPEACTBA TOMBKO B TOM CIlyuae,



€CJIM OHH PACIOJIOKCHEI 38 [IpeAeNaMH KOHTPOJIHPYEMOM 30HEL

BosmoxkHocTu HapymmTeneit Tana Hy-Hg 10 HCIIOMB30BAHMIO MITATHEIX CPEJCTB 3aBHCAT
OT PeAIM30BaHHBIX B HHYOPMALMOHHOK CHCTEME OPraHU3aLHOHHBIX Mep.

Hapywwrenn  tima  Hs-He  morytr  mposoauTts nabopaTOpHBIE  MCC/IEIOBAHMS
KPUIITOCPEACTB, HCIOJIB3YEMBIX 33 MpeleNaMH KOHTPOTHPYeMOH 30HBI HH(OPMALMOHHOLN
CHCTEMBI.

B rtex caywasx, xorma momgens yrpos paspabaTeIBACTCS JMUAME, He ABJISTFOLITUMHMCS
COeNHAaNMCTaMH B 00N&CTH 3alIuThl HHGOPMALMH, DEKOMEH/IYETCs OTPaHHUYUTECS  TOJBKO
IIPHBEJIEHHBIMH BBIILE CPEJICTBAMH aTaK.

PaspaloTuuky MOJENH yrpos - CHENHAaTHCTHl B OOMACTH 3AITHTLI HHQOPMALUKH MOryT
YTOHYHHTE MPUBENEHHBIH BEINIC NICPEUEHB CPENCTB aTaK. PEKOMEH/IYETCS YKA3aHHOE YTOYHEHHE
ACNATh TONBKO B CIy4ae HEOOXOAUMOCTH pa3pabOTKH HOBOTO TUIA KPHIITOCPEACTRA.

Onucanue KaHAIOB aTaK '

C mpakTHYeCKOH TOYKH 3PEHMS 3TOT pa3fel SBISETCS ONHHM H3 BAKHEHIIHX B MOJIETH
HapymmnTens. Ero cojepikanue 10 CyIECTBY ONpPENeseTcs KauecTBOM (bopMUpOBaHHUA MOJEIH
YyI'DO3 BEPXHET0 YPOBHS.

OCHOBHEIMH KaHAaTaMH aTaK sBISIOTCS:

® KaHAmbl CBA3M (KaK BHYTPH, TaK H BHE KOHTPONMPYEMOH 30HbI), He 3AlIMIIEHHbIE OT
HC]I x nndopMaLmy opraHu3aLoHHO-TeEXHHUECKUMH MEpamu;

® IUTATHBIC CPECTBA.

BosMoxkHBIMH KaHanaMy aTak, B 4aCTHOCTH, MOTYT BbITh:

© KaHaJbl HEMOCPE/ICTBEHHOIO J0CTYNA K 00BEKTY aTaKu (aKyCTHYECKUH, BH3yaIbHBLH,

o (uszHUCCKui);

® MAallMHHbIE HOCHTENIHN HH(OPMAaLIUK;

® HOCHTENH HH(GOPMaLUH, BEIBEACHHEIE U3 YIOTPEOICHHUS,

TEXHHYECKHE KAHABI YTEUKH;

® CHUTHa/IbHEIE [IEH,

® LENH 3AEKTPOIUTAHHS;

® 1EIH 3a3eMIICHHS;

® KaHaJl yTCYKH 3a CYCT SIEKTPOHHBIX yCTPOHCTR HEMaCHOro NONyYeH sl HHDOPMALIHH;

* HH(DOPMALMOHHEIE H yIpaBisiomue uutepdeiicst CBT.

B rex caydyasx, Korma MOZENb yrpo3 paspabaTeIBaeTCs JHLAMH, HE SBISFOIIHMUCS
CHeLHanuCTaMy B OONACTH 3AliMThl HHMOPMAIIMH, PEKOMEHIYETCS OrpaHHUMTECH TOIBKO
[IPUBEICHHBIMH BBILLIE OCHOBHBIMHM KAHAJIAMH aTaK.

PaspaboTunky MOJENH yrpos - CHeHMaTHCTHl B OGNACTH 3aIHTbI HH(POPMALUK MOTYT
YTOHHHUTE [PHBENEHHBIH BBHILIC MEpeyeHb KAHATOB aTaK. PEKOMEHYETCA YKa3aHHOE YTOUYHEH e
ACNATh TONBKO B CTyH4ae He0OXOAUMOCTH pa3paboTKy HOBOTO THIA KPHITOCPEJCTBA.

Onpesenenne THNA HAPYIIHTENS

Hapymmrens otnocures x tumy Hi, ecnu cpemn mpeanonoxkenuit o ero BO3MOIKHOCTSIX
€CTh NpEAMONOKEHHE, OTHOCAIIeSCS K HapymutensM THnma Hi u HeT mpeamonoxenwuit,
OTHOCAMIMXCs TONBKO K HapywmTenam Tuna Hj (j > i).

Hapymmrens otnocures k tumy H6 B HHGOPMANHOHHBIX CHCTEMax, B KOTOPBIX
obpabaTeiBaroTcss HauGolee Ba)KHbIE MEPCOHATBHBIE JAHHBIE, HAapyLIEHHE XapaKTePHCTHK
6€30MacHOCTH KOTOPBIX MOKET IPUBECTH K 0COBO TSIKETBIM MOCITEICTBHSM.

Pexomennmyetcs npu OTHeCeHHMH OMEPATOPOM HApYLIUTENs K tuny HO6 cornacoBeiBaTh
Mozens Hapymutens ¢ @CB Poccuu.

3. Ypoenb KpunTorpadguuecKkoil 3aMUTEI NEPCOHATLHBIX TAHHBIX, YPOBHH
CrneuMaaIbLHOH 3alHUTLI OT YTEUKH N0 KaHamam no0oYHBIX I‘lBJ'l)"-leHHﬁ H HABOAOK H
YPOBHH 32LUUTHI OT HECAHKLIHOHHPOBAHHOIO 10CTYNA
3.1. Paszmuuator weets yposue#t KC1, KC2, KC3, KB1, KB2, KAl KpUITOrpahHiecKoi



3aMIKThHI IEPCOHANBHBIX JaHHBIX, HE COAEPIKAIINX CBEACHHUH, COCTABIAIOMIUX TOCYIAPCTBEHHYIO
TakHy, ONpEJENEHHBIX B IMOPSAKE BO3PACTAHUS KOTMYECTBA U IKECTKOCTH TIPEIBIBISEMBIX K
KPHIITOCpe/ACTBaM TpeOoBaHWH, M, COOTBETCTBEHHO, INECTh KJIaCCOB KPHIITOCPENCTB, TAKIKe
obosnauaemerx uepes KC1, KC2, KC3, KB1, KB2, KA1.

YposeHb KpUIOTOrpaQU4YecKoil 3alllUThbl IEepCOHANBHBIX JAHHBIX, 0OecleurBaeMoil
KPHIITOCPENCTBOM, OIPENENAETCA ONEPATOPOM IyTeM OTHECEHHMS HApYUIUTENs, AEHCTBUSAM
KOTOPOTO HODKHO MPOTHBOCTOATE KPUITOCPEACTBO, K KOHKPETHOMY THITY.

llpy oOTHeceHMH 3aKa3uMKOM HapylWIMTens K Tuny H| KpPUOTOCPEACTBO OJDKHO
obecneunTs Kpunrorpaduyeckyto 3ammuty no ypoesio KC1, k tuny H, - KC2, x tuny Hs - KC3,
k Tany Hy - KB 1, x Tuny Hs - KB2,  tuny Hg - KA1,

3.2. Paznuuator tpu yposHs KC, KB u KA cnenuanbuol 3aluThl OT yTEUKH 1O KaHanaM
MOOOYHBIX HM3Iy4eHHH H HABOJIOK MPH 3alIMTE MEPCOHANBHBIX HAAaHHBIX C MCIIOJIb30BAaHHEM
KPHUNTOCPE/ICTB.

[Ipu oTnecenuu napymmtens k tumy Hj-H; momxna ObiTh obecredeHa crelnpanbHas
3aumTa 1o yposHo KC, k Tuny Ha-Hs - no ypoeuro KB, k tumy Hg - mo yposaro KA.

3.3. B ciyuae NpUHATHS OMEPaTOPOM pelLleHHs O 3allUTe MEPCOHATLHBIX JaHHBEIX B
UHOOPMALMOHHON CHCTEME OT HECaHKIMOHMPOBAHHOTO HOCTYIA B COOTBETCTBHM C
HopMaTuBHEIMH JokymeHTamMu PCB Poccun pazmuuarot mwects yposuedt AK1, AK2, AK3, AK4,
AKS, AK6 3ammTel OT HECaHKLIHOHMPOBAaHHOTO [OCTYNA K IIEpCOHANbHBIM [JaHHBIM B
UHPOPMAILIMOHHEIX CHCTEMAX, OIPE/IENEeHHBIX B MOPAAKE BO3PACTAHHSA KOJIHYECTBA U JKECTKOCTH
NPENBABIAEMBIX K CHCTeMaM 3amMThl TpeboBaHMM, H, COOTBETCTBEHHO, IIECTH KIIACCOB
HHGOPMAalMOHHEIX CHCTEM, Taioke obo3nauaemblx yepes AK1, AK2, AK3, AK4, AKS, AK6.

[Ipy oTHecenmu 3akazuMkoMm HapyuwmTens k Tuny H1 B uHpOpMalnHoHHON! cucTeMme
nomkHa ObITh oOOecrieveHa 3almMTa OT HECAHKUMOHUPOBAHHOTO JOCTYNA K MEPCOHATLHBIM
nauHeM Mo ypoBHio AKI, k tuny H2 - no yposnto AK2, k tumy H3 - mo yposuio AK3, k tumy
Hy - mo ypoerio AK4, x Tuny Hs - no yporuto AKS, k tuny Hg - mo yposaio AK6.

4. TpebopaHHs K KOHTPO/II0 BCTPANBAHUS KPHIITOCPEACTBA

4.1. Berpausanue kpunrtocpencts kiacca KC1 u KC2 ocyiectsisercs 6e3 KOHTPOINS €O
croporbl @CE Poccuu (ecnu 3TOT KOHTPONL HE MPelyCMOTPEH TEXHHUYECKHM 3aJaHHeEM Ha
pa3paboTKy (MOAEpHMU3ALNIO) HHOOPMAITHOHHON CHCTEMEI).

Berpausanue xpuntocpencts kinacca KC3, KB1, KB2 u KA1 ocymecTBnseTcs TOIBKO IO
KOHTpojieM co ctopoHsl DCh Poccuu.

4.2. Berpaupanue kpuntocpencts knacca KC1, KC2 mmu KC3 MoXKeT 0CYIIECTBISAThCS
mubO caMMM MONB30BATENEM KPHIITOCPEICTBA NPU HATMYHHE COOTBETCTRYIOMmEH nuiensun OCh
Poceny, mubo opranusamnueii, nmeroniel cooTseTcTRyIOMYIO muieH3uo ®CE Poccun.

BerpauBanne kpunrtocpencta  kmacca KBI1, KB2 wmmm KAl  ocymectsisercs
opraHusanmen, HIMeromel cooTreTcTRyOMYO nuiten3uio @CB Poccun.

4.3. B xome xontpons co ctoporsl ®CB Poccwu BCTpamBaHMsi KPUIITOCPENCTBA MOTYT
pELIaThCs, B YACTHOCTH, CIEIYIOIHE 3aauu:

e npoeepka TpeboBaHMiIT JOKYMEHTAallMM Ha KPUNTOCPEACTBO, OTHOCSLIUXCS K
BCTpaMBaHHUIO KPUIITOCPEACTBA, B TOM YHCIE:

® aHaIM3 KOPPEKTHOCTH BCTPAUBAHUS;

¢ aHaIM3 NPaBUIBHOCTH QYHKUMOHHUPOBAHHS CHCTEMBI YIIPABIEHHS KITIOUaMH;

® DSKCIEpUMEHTAIbHAs IPoBepka paboToCOCOOHOCTH KPHUITOCPEACTRA M MPABHILHOCTH
BBINIOJIHEHHS BO3JI0KEHHBIX HA HETO LENEBBIX (hyHKIH;

® OlLEHKA BIHAHHS TEXHHYECKHX M IPOTrPAMMHBIX CPEICTB, COBMECTHO C KOTOPBIMH
TPEAMONAaracTes  IUTaTHOE  (QYHKIMOHHPOBAHME  KPHITOCPENCTBA, HA  BBINOJHEHHE
IPEIBABIAEMEIX K KPUIITOCPEACTRY TpeOOBaHHIH.

MeTtonuka ¥ mporpamMma KOHTPOJNSL BCTPAMBAHHS KPUITOCPEACTBA pa3pabaThIBAKOTCA H
(nr) 0OOCHOBEIBAIOTCS CIIELMANH3UPOBAHHON OpraHW3alued, MPOBONAIIEH TeMAaTHYECKHE



WCCIICI0BAHHS KPUIITOCPENCTBA, U cornacosslearoTes ¢ ®CB Poccuy.

[Tonoxenue BCTYIIA€T B CHJIY C MOMEHTA ero YTBEPKOCHHUS.

B ClIydac H€O6XOHI’IMOCTH B [Tonoxenue MOCYT BHOCHTBCS H3MEHEHHS W JONOJIHEHUS 110
cornacosanuio ¢ CoseToM YUPCIHKOCHUS.

PazpaboTunk:
3aMECTHT MPEKTOPA I10 0OIIUM BOIIpOCaM

— / HO.KO. Anexcees /







