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Hucrpykuus
10 OPraHU3aUKMN AHTHBHPY CHOM 32K ThI 00padaThIBAK KX KOH(HIEHIHATLHY IO
HH(OPMALIHIO U TIEPCOHAJBHBIE IaHHbIE

Hacrosimas Unctpyknus paspaGoTaHa B COOTBETCTBHH C TpeGOBAHUAME DenepanpHOro
3axona ot 27 utong 2006 r. Ne 149-03 «O6 undopmanus, HHGOPMALHOHHEIX TEXHOMOTHSIX U O
3aIluTe HHPOPMALIHHY.

B Texcre mactosmed MHCTpYKUME [pUMEHSIOTCS — CIEAVIOLIHE COKpalleHUs WU
OTIpENIENEHHUS:

APM - aBTOMaTH3UpOBaHHOE pabouee MecTo;

IO - nporpammuce ofecneueHue;

JIBC - noxajlbHO-BBIYHCINTENBHAS CETH,

OM - o6vexT uHdopMaTH3ALMH;

OBT - 06BeKT BBIMHCINTENBHOM TeXHUKH (cocTaBHas YacT OU);

HCJI - HecaHKIHOHUPOBAHHEIN HOCTYI;

C3U - cucrema 3a1uTe! HHGOPMALIUH.

Kondpuaenunanonas wundopmanms, B TOM gucre NEPCOHANIbHBIE JAHHLIE -
NOKYMEHTHPOBaHHAS MHQOPMALUs, NOCTYI K KOTOpPOH OTpaHMYHBAETCS B COOTBETCTBHH C
3aKOHoNaTenscTBOM Poccuiickolt ®eneparnmmu; Xapaktep cBenenuil, o6YCIOBIMBAIONME HX
cbop, 06paboTky M pacmpocTpaHeHHe Ha YCIOBHAX COOTBETCTBYIOLLETO NPaBOBOI0 PEKHMA.
OnepaTopbl M WHBIE JHIA, MOJNYYHBIIME JOCTYN K IEPCOHATBHBIM JaHHBIM, O00sI3aHBI HE
PacKphIBaTh TPETBHM JIMLUAM H HE pPACIpPOCTPAHSTH MEPCOHAIBLHBIE JAHHBIE 03 COrlacHs
CyOBEKTA NEPCOHANBHBIX NAHHBIX, ECIH MHOE HE TPEayCMOTPEHO DenepanpHbM 3akoHOM  No
152-@3 «O nepcoHANBHBIX JaHHBIXY.

1 O6mue noaosKeHns

I.1  Hacroswas MHcTpyknus paspaGoTaHa ¢ HeNbIO MPHBELCHHS B COOTBETCTBHE C
TpeboBanusmMu PenepansHoro sakoua ot 27 wmroma 2006 r. Ne 152-d3 «O MIEPCOHAIBHBIX
AGHHBIX» ¥ HCIIOHCHUA 3aKOHOJATeNIEHEIX TpeOoBaHuH pH 00paboTke MEPCOHANBHEIX TAHHBIX
B I'BIIOY «TK um. H.J. Ky3neuosay» (manee - Yupexnenue) u spisercs PYKOBOJCTBOM TIO
pabote ¢ MepcOHANBHBIMH JaHHBIME W KOMITBIOTEPAMH CETH Yupexnenus. Lenpro HacTosmedt
UHeTpykimm sBnseTcs obecrieyeHHe aHTUBMPYCHOM 3alMThl HA OOBEKTAX BEIUHCIUTENLHON
TEXHUKHU.

1.2 Hacroswmias Wuerpykums onpenenset TpeboBanus K OpraHHu3ali  3allUTh
JIOK&TbHOH BEIYHCIIHTEIIBHOM CeTH 00BEKTOB HH)OPMATH3ALIMH, ABTOMATH3HPOBAHHBIX pabounx



MECT, MPOrpaMMHOTO 0OECIICUCHHUS, JAHHBIX, NPE/ICTABICHHBIX B 3MEKTPOHHOM BHIE, B TOM
HHCIe  NCPCOHANBHBIX  JTAHHBIX — pabOTHHKOB, YYAlUXCs ¥ pOAMTeNell  (3aKOHHBIX
NPEACTaBUTENEH) ydalluXcs OT paspyLIaroLIero BO3/EHCTBHS KOMIIBIOTEPHBIX BHPYCOB H
yCTaHaBIMBAeT MOPANOK ©OesomacHOM pabGoTel Ha 00BEKTAX BBEIYHCIUTENHHOI TEXHUKH,
OTBETCTBEHHOCTDH pPYKOBOAMTENEH M pabOTHHKOB MOApasfeleHW, SKCIIYaTHPYIOLMX |
CONPOBOXKAAIOIINX OOBEKTHI BEIYUCIUTENLHOM TEXHHKHY, 32 UX BBITOMHEHHE.

1.3 K ucnone3oBaHuio Ha 06BEKTAX BEIYMCIUTEILHON TEXHHKH JOIYyCKAKOTCs TOJIBKO
CePTH(UUMPOBAHHBIE H IHIEH3MOHHEIE CPEICTBA OBecleyeHHs AHTHBHUPYCHOM  3aIlUTEI
MH(OPMALY, LEHTPATH30BAHHO 3aKyIUIEHHBIE Y Pa3paboOTYHKOB (IIOCTABIIMKOB) YKa3aHHBIX
CPEICTB.

1.4 Vcranoska u  HacTpoifka mMapameTpoB  CpPENCTB AHTHBUPYCHOH  3aIIMTHI
OCYIIECTBISIETCS AJMHHUCTPATOPOM UH(pOPMaLIMOHHOM 0e30nacHoCTH u/uiu
YNOJHOMOYCHHBIMU JIMIaMK, HasHauyeHHBIMH [Ipukasom aupexropa ['BIIOY «TK mm. H.JL
Ky3nenosan.

2 OcHoBHBIE TpeOOBAHUS

2.1 AHTHBMPYCHBIIl KOHTPOIL JIOKANBHBIX YKECTKHX [JMCKOB H (aiinos Ha pabouux
CTaHLMAX ronb3osarenert mon ynpasnennem OC Windows u cepsepax mon ympasnernem OC
Windows Server Jo/UKeH OCYHIECTBISTBCS MOCTOSHHO H 3aryCcKaTbCs B ABTOMATHYECKOM
peX)HUMe IIPH 3aTrPy3Ke CHCTEMBIL.

2.2 OO6sa3aTebHOMY aHTHBHPYCHOMY KOHTPOIIO TOMISKUT mobast uHopMaus
(TexcToBbie (abinbl, MCHOMHSeMble (aitapl, apXUBHbIE dafiner u T.4.), momyuaeMas u
fiepefiaBacMas 0 TENEKOMMYHHMKAIlMOHHBIM KaHandaM, a Takke HH(YOpPMALMi Ha CHEMHBIX
HOCHTeNAX (MarHuTHeIX Auckax, CD/DVD-ROM, USB-Flash muckax u T. n.). Mcnons3oBanue
BXOASIER MH(OPMAIHK, HE NpoleAmeit NpEABAPUTENBHO AHTHBUPYCHBIH KOHTPOIb HE
monyckaercs. [lepen oTmpaBkoif MO TeleKOMMYHHMKALMOHHBIM KAHATAM CBS3H HH(bopMaLws
(hafimibl, apxUBBI, IOYTOBLIE COOBIIEHUS U T.II.) HOIKHA NPOATH 0043aTeNbHBIH aHTHBUPYCHBIN
KOHTPOIIb.

2.3 IlomHoe aHTHBHPYCHOE CKAHHPOBaHHE JOKATBHBIX KECTKMX IHCKOB U paboyux
(baiinor Ha paGoumx CTaHIMAX MOJb30BATENEH M0 ynpasnenreM OC Windows mpoBoauth 1 pas
B HEZEIIO.

2.4 TlonHoe aHTUBHPYCHOE CKAHHUPOBAHHE JIOKAIBHDIX ECTKHX JUCKOB CEPBEPOB M0
ynpasnernem OC Windows Server mpoBoguTh e5xeIHEBHO B HepaGouee BpeMsL.

2.5 TlonHoe aHTHBHPYCHOE CKAaHHPOBAHHME OOIIMX CETEBBIX pecypcoB  (aiIoBEIX
XPaHUIHIL IPOBOJAUTE CKEAHEBHO B Hepabouee BpeMsl.

3 O0s3aHHOCTH MOJAbL30BATECH

[TonpzoBarens obsizan:

3.1 ma paGouelt CTaHUMH KEJHEBHO KOHTPOIHUPOBATE paboTocnocobHOCTE
aHTHBHMPYCHOTO NPOTPAMMHOTO 0OECeUeH!s U PEerysipHOCTh OGHOBNEHHUS AHTHBHPYCHBIX (a3
AGHHOTO MPOrpaMMHOro obecieyeHus;

3.2 He cKauMBaTh, HE OTKPHIBATH M HE 3allyCKaTh BLIIONHEHHE (aiOB HEH3BECTHOTO
MPOUCXOKAEHUS U3 ceTH MHTEPHET, 3MEKTPOHHON MOYTHI M CMEHHBIX HOCHTEIEH;

3.3 [poBepATh HA HaNMuMe BHPYCOB JrOGBIE (ailibl, CKauaHHble W3 CeTH Hnreprer,
SNIEKTPOHHOM MOYTHl H CMEHHBIX HOCHUTENEH;

3.4 He ycTaHaBMMBATL CAMOCTOSTENbHO Ha OBT nporpaMMHoe oOecmedeHue, He
CBA3AHHOE C BBUIOJHEHHEM CBOMX TPYLOBBIX 0Of3aHHOCTEH W HE MPeIyCMOTPEHHOE
TEXHOIOTMYECKUM Ipoleccom o6paboTku uudopmanuu Ha OBT;

3.5 nmNpH BO3HMKHOBEHWH TMOMO3DPEHHS Ha HAIHYHE KOMIIEIOTEPHOIO  BHpyca
(HetumuuHas paboTa NPHIOKEHH, NOSBIEHME IOCTOPOHHMX TrpaQHYecKux U IIPOYHX



3 (DEKTOB, HCKAKEHHE HITH HCUS3HOBEHHE (haitiioB, YACTOE NOABNEHHE COOBIIEHHMI O CHOTEMHEDLX
omubKax) MonL30BaTeNb 06I3aH:

- NPHOCTAHOBHUTH paboTy;

- HEMCIUICHHO [I0CTaBHTE B HM3BECTHOCTH O (hakTe oOHapyxenns Ha cBoelf paGoueit
CTaHLHHK 3ap&XCHHBIX BHPYCOM (aiiioB pyKOBOIMTENS lonpasneneHus U AIMMHHCTpPaTOpa
HHQOPMaLMOHHON Ge3onacHocTH;

- NPOBECTH  CAMOCTOSITENBHO, @ B  Cllyyae HCBO3MOJKHOCTH, COBMECTHO C
AIMHHHCTPaTOPOM HH(OPMALHOHHON 6e30MaCHOCTH [IOHCK, JIOKATH3ALMIO H YHHYTOIKEHHE
BUDYCOB B (aliax, mOyreM [OIHOrO CKaHWPOBAHMS  CYLUECTBYIOIMM  AHTHBUDYCHBIM
IIPOTPaMMHBIM OOCCIIEYEHHEM JIOKANBHBIX JKECTKHX IHCKOB M pabouux dainos Ha cpoeit
paboueit cTanunm;

- B ClyHae  HCBO3MOXKHOCTH — yJalCHHS BUPYCOB 3 3apaXXCHHBIX  (paiyioB
NpOaHallM3HpOBaTh HEOOXOAMMOCTb HANbHEHIIEr0 HX WMCIIONB30BAHUS B pabodem mpouecce,
YAQIHTE 3apaXK€HHBIE (DaHIBl U BOCIONB30BATHCS HX PE3EPBHBIMH KOTIMsMH, 6O nepenars
3apakeHHble  (aiibl AIMHHMCTPATOPY HHQOPMAUMOHHOM Ge30MacHOCTH I8 NeTATBHOIo
aHaIM3a BO3MOXKHOCTEH HX BOCCTAHOBIEHHUS.

4 Obsi3annoCcTH ANMHHHCTPATOPA HHBOPMALHOHHON Ge30TacHoCTH

AIMUHACTPATOP HH(OPMALIHOHHOM Ge30MaCHOCTH o0s3aH:

4.1 KOHTPOJHpPOBATH paboTtocnocoBHOCTE 5§ PeryJsipHOCTh OOHOBNIEHHS
aHTUBHPYCHOTO IPOTPaMMHOI0 O0ecTieyeHus u AHTHBHDYCHBIX 0a3 Ha pabouux CTaHLMAX
TIONIE30BATE/IEH U CepBepax YupeskIeHns;

4.2 OKa3wIBaTh METONMYUECKYIO W MPaKTHYECKYIO OMOLIE MONB30BATENSAM B IIPOLECCe
YHOaleHUsI KOMIBIOTEPHEIX BUPYCOB W BOCCTAHOBIIEHHS HCTIOPYEHHBIX JIAHHBIX;

4.3 noknaneBaThb PYKOBOZCTBY VYupesaeHus o ¢axrax oOHapykeHHs Ha paBouux
CTAHIMAX MONb30OBATENCH M cepBepax YupemueHus KOMIBIOTEPHBIX BHPYCOB, HE YIANSEMBIX
CTAHIAPTHBIMH CPENCTBAMHM AHTHBHPYCHOTO MPOTPAMMHOIO OGECleueH s | [peIPUHSATEIX
MEpax, 1o 00eCneYeHH IO J0MKHOTO YPOBHS AHTUBHPYCHOH 3aIHTHL.

5 OTBercTBeHHOCTH

51 3a  mHapymenwe TpeGoBaHmii  maHHOM WncTpykuum AIIMUHHCTpPATOP
HH(pOPMALFOHHON Ge30MaCHOCTH, MONB30BATENH U OTBETCTBEHHBIE 3a JKCIUTyaTAIlHEO OBT,
obpabareiBatoiue uHpopmanuio na OBT, MOTYT OBITH NPUBIICYEHBI K TUCIHIIIAHAPHOH
OTBETCTBEHHOCTH.

AIIMHHHCTPATOP HH(OPMALIMOHHOMH GesomacHOCTH, mosB30BaTenH U OTBETCTBEHHEE 34
skcmnyataunro OBT o00s3anel 03HAKOMHUTBCS C Hacrosmed MHcerpykuuedt, mon JTHYHYO
HIOJMHCE.

Pazpaborunk:
3aMECTHT PEKTOpa 1Mo 06LMM Bompocam

/ FO.1O. Anekcees /
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