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HHeTpykuua
TOIb30BATEIS N0 00ecIedeHHI0 6e301IACHOCTH CBeAeH I KOHDHIEHHATBHOT0 Xapakrepa
H IIEPCOHAbHbIE JaHHbIE

1. OBIIHE IOJIOKEHUST
1.1. Hacrosmas HMuctpykums ompenensier o6mue npaBuia paboTel COTPYIHHKOB
I'BIIOY «TK wuM. HJ. Kyssemosa» mno obecreuenuro Oe3omacHOCTH — CBeIEHMU
KOHQU/IEHIIMANLHOTO XapakTepa | ePCOHATBHbIE NaHHELE.

1.2. Ceenenust KOH(HIEHIHATIBHOTO XapaKTepa ¥ I€PCOHANBHbIEC MaHHbBIE B 3JIEKTPOHHOM
BAIe O0OpabaTeiBaeTcs B HHDOPMALMOHHBEIX CHCTEMAX NIEPCOHAIBHBIX JAaHHBIX. Takike
YCTaHABJIMBACTCA OCOOBIM NOPAIOK 00paGoTKM U XPaHEHHs CBeIeHHi KOH(QHICHITHATEHOTO
XapaKTepa M MEPCOHATBHBIX JaHHBIX, COIEP/KAIIUXCS Ha GYMAaXKHBIX HOCHTEIISX.

1.3. Ilone3oBarenem sBisercss Kamusii cotpyauuk IBIIOY «TK wm. H.A. Kysuenosa»
(nanee — YupexzueHue), ydacTBYIOWuH B pamMKax CBOMX (YHKIHOHANBHBIX 00S3aHHOCTEH B
IIpolieccax Kak aBTOMaTH3MPOBAaHHOH 00paboTku, Tak u 06paboTkK Ge3 HeIoIIb30BaHHS CPEICTR
dBTOMATH3AlUH TICPCOHANBHBIX NAHHBIX, & TAK)KE HMEIONIHHA JOCTYII K aIlapaTHEM CpEeICTBaM,
IPOrpaMMHOMY 00€CIICYEHHUIO, HOCUTEIIAM HH(DOPMALIMU H CPELCTBAM 3aIITHTEL

1.4. Tlone30BaTens B cRoeif paboTe pYKOBONCTBYETCS HacTosIelt WucTpyKumeit,
IIpaBunamu 06paboTku CBefeHUE KOH(HAECHIHATEHOTO XapaKTepa W IIEPCOHAIBHLIX JAHHBIX,
PYKOBOIAIIMMHI ¥ HOpMaTHUBHBIMH N0oKyMeHTamu @CTIK Poccun u ®CB Poccuu u IPYTHMHU
AOKYMEHTAMH Y UPEKAEHHUS, PeTIIaMEHTHPYIOIMMH 00paboTky cBeeHHH KOHbHIEHIHAILHOrO
XapaKTepa H IIEPCOHANBHEIX JaHHBIX.

1.5. Meronuueckoe  pykoBOACTBO MO pabote  Ilonmb3oBaress  OCyIIECTBAsET
OTBETCTBEHHBIN 32 3alHTY HHYOPMALHH B YUpeskIeHHH.

2. TEPMHHBI 1 ONIPEIEJEHUS

2.1. IlepconansHele nauHble — 110623 MHGOPMALIHAS, OTHOCAIIASCS K IPSAMO WM KOCBEHHO
OUPEACICHHOMY, HIIH ONPENETACMOMY (pU3MIECKOMY JIHILY (CYOBEKTY ITepCOHANIBHEIX JaHHBIX),

2.2. O6paboTka IepcoHaTBHEIX JaHHBIX - TH060e 1eiicTBHe (omeparys) HiIM COBOKYITHOCTB
ASHCTBUH (Omepalluif), COBEPIIAEMBIX C HCIIOL30BAHHEM CPEACTB aBTOMATH3AllMH HIIH Oe3
HCTIONL30BAHUSA  TAaKMX CPEACTB C I[€PCOHANBHBIMH JAHHBIMH, BKIIOYAs cbop, 3ammuce,
CHCTCMAaTH3AIHIO, HAKOIICHHE, XpaHEH e, YyToYHeHre (0OHOBIEHHE, H3MCHEHHE), U3BJICUEHUE,
HCIIONIE30BAHKE, Tepenavy (pacrmpocTpaHeHHe, IpeloCTABICHHE, noctyn), obe3nuuMBaHue,
OIIOKMpOBaHNUeE, yIAlEHHE, YHHUTOKEHHE [IEPCOHANBHBIX TaHHBIX.

2.3. ABromMaTu3upoBanHas 06paboTka ICPCOHATBHBIX IAHHBIX - 00paboTka MepcoHanbHLIX
MaHHBIX C IIOMOUIBI) CPEJICTB BBIUHCIUTENBHON TEXHUKH.

2.4. PacnipocTpaHeHHe MEPCOHANBHEIX JAHHBIX - NCHCTBHUSI, HAIIPABIIEHHBIE HA PACKPHITHE



IEPCOHANBHBIX JaHHBIX HEONPENeTeHHOMY KPYTY JHII.

2.5. TlpemocTaBieHne MEPCOHANBHBIX NAHHBIX - ACHCTBHA, HANPABICHHBIC HA PACKPBITHE
NepCOHANbHBIX JAHHBIX ONPEeNCHHOMY JIHLY U ONPENETIEHHOMY KPYTY JIMIL

2.6. MupopmarmonHas CcHCTEMa IMEepPCOHAbHBIX JaHHbIX (MCITOH) - COBOKYNHOCTB
cofepkaiiuxcs B 0azax JaHHBIX MEPCOHANBHBIX NAHHBIX U obecreunBalouMx UX 00padoTKy
MHGOPMAIIMOHHBIX TEXHOJIOTUH U TEXHUYECKHUX CPEACTB.

2.7. AsToMaTH3HpoBaHHOE pabouee MecTo (APM) - nporpaMMHOTEXHUYECKHH KOMILIEKC,
nocpeacTBoM  KoToporo [losip30BaTens — BBIIONHAET CBOM  JOJKHOCTHBIC 00513aHHOCTH
(MepcoHaNbHBIH KOMIIBIOTEP, HOYTOYK, TEPMUHAI H T.IL.).

2.8. Hecankuponuposanssit gocryn (HCI) - moctyn x uHpOpMAIHH, HapyIIarOLIHH
MpaBuia pasTpaHdueHis JOCTYNa C MCIONB30BAHMEM IITATHBIX CPEMCTB, NPEAOCTaBIAEMBIX
CpeNCTBAMY BEIYMCINTENLHOH TEXHUKH UM ABTOMATH3HPOBAHHBIMM CHCTCMAMH.

2.9. TTocTOpOHHHE JIMIA - JIWIA, KOTOPEIE HE UMEIOT IpaBa CaMOCTOATENBHOTO AOCTYIA B
ToMelleHHe U (KJIH) He WMEIOT [IpaBa caMOCTOATEIBHOTO A0CTya B VCIITH 1 (unu) HE UMEIOT
JIONYCKA K [IEPCOHANBHBIM JaHHLIM.

2.10. CpezncrBo 3auMThl MH(QOpMALMK OT HECAHKIMOHMPOBAHHOTO HOCTYIA (C34 ot
HCJI) - nporpaMMHOe, TeXHHUECKOE MJIH TIPOrPAMMHO-TEXHHYECKOE CPE/ICTBO, HAPABICHHOE
HA TIPEJOTBpALEHHE WM CYLIECTBEHHOE 3aTPY[JHEHHE HECAHKIMOHMPOBAHHOIO AOCTYHa K
HHGbOPMALIHH.

2.11. Tlepeyens  cBefieHMH  KOHGMAEHUMATBHOIO  XapakTepa yTBEPIKIACH YxazoM
[pezunenta PO ot 06.03.1997 Ne 188.

3. OBA3AHHOCTU ITOJIb30OBATEJISA

3.1. He pasrmamaTh MepcOHalbHBIE JaHHBIE, KOTOpble OYAyT AOBEPEHbI WM CTAHYT
M3BECTHBI B Xoje pabouero mpolecca BO BpeMs BBIIOJHEHH:A HOJDKHOCTHBIX (IOTOBOPHEIX)
00s3aHHOCTEH.

3.2. He coofuIaTh YCTHO MM NMUCHMEHHO, He Iepe/iaBaTh B KaKOM-THOO BHIE TPETHUM
JMLAM B He PACKDPBIBATH MyOIHYHO CBENSHH KOH(HUIEHIIHATBPHOTO XapaKTepa U NepCOHaIPHBIC
naHHbe 6e3 COOTBETCTBYIOMIErO pa3pelleH s AUPEKTOpa Y Upesx IeHH L.

3.3. 3HATH ¥ BBIIONHATH TpeOOBaHHMS 3aKOHOJATENbHBIX akToB Poccuiickod Denepaiuy,
pacTosAme MHCTPYKIMU M APYTHX BHYTPEHHHMX MOKYMEHTOB, PErIaMEHTHPYIOIIMX IOPANOK
06paboTKH CBeEHNH KOH(PHIEHIIMANBHOTO XapaKTepa U IePCOHANBHBIX NaHHbIX.

3.4. Bomonuste Ha APM  Tonpko Te  mpouedypsl  o0pabOTKH - CBEICHHH
KOHGDUAEHIMATEHOTO XapaKTepa ¥ MEPCOHANBHBIX JaHHBIX, KOTOPHIE OMPE/ICIICHBI JOMKHOCTHOH
WHCTPYKLIHEH.

3.5.3HaTh M COGJIOATH YCTAaHOBJNEHHbIE TpeGOBaHHSA CBEACHWH KOH(UICHUHMATBHOIO
XapaKTepa ¥ MIEPCOHANbHBIX JAHHDIX, YUeTY, XPAHEHUIO U NEPECHUIKE HOCHTENeH wH(OpMAaIKHK,
obecreuennio 6e30MaCHOCTH CBEICHHE KOH(QUIEHIHAIBHOIO Xapakrepa M IEPCOHATbHBIX
TAHHBIX.

3.6. Mcnonp3oBaTh Al XpaHEHMs CBeleHMH KOH(DMAEHUMANBHOTO XapakTepa H
NMEPCOHANBHBIX J@HHBIX TOJNBKO ONpENETICHHBIE MECTa XPAaHCHWS W YYTCHHBIC HOCHTEIH
cBeleHU I KOH(HASHIHATBHOTO XapaKTepa U MEPCOHANBHBIX JaHHBIX.

3.7. HesameuIUTeNIbHO, B KpaTyafiliiie CpOKH, cO00IIaTh PYKOBOJUTENIO Y UPEKICHH 00
yTpaTe WM HeJocTade HOCHTeNell HH(OpPMAIuH, yAOCTOBEPEHHH, IIPOIYCKOB, KJIIOUeH oT
[TOMEIIEeH!H, XPAHWIHII, cef(OB U O APYTHX (aKTax, KOTOPBIE MOTYT MPHUBECTH K PasIIaIlCHUIO
CBeIEHUH KOH(UASHIIUATHHOIO XapaKTepa U NMepCOHANbHBIX TaHHBIX.

3.8. Ilpu mpekpaimieHun paboT (TPYHOBHIX OTHOIIEHHil) BCe MaTepHalbHBIE HOCHTEIH,
colepyKallMe TepCOHANbHbIE JaHHBe ((rem-HaKOmUTenH, IHCKETBI, ONTHYECKHE IHCKH,
JOKYMEHTEI, YEpPHOBHKM, DACIEUaTKH Ha NPHHTEPAX, KAUHO- M (HOTOMATEPHAmTbl, MOJIEIH,
MpOMBIIIIEHHEIE 06pasusl M Ip.), NMepeaaTh OTBETCTBEHHOMY 3a 3allUTy uHbOpPMaIIH
YupexaeHus.

3.9. CobnronaTs TpeboBaHks NapoIbHON MONTHTHKH (pasfen 4).



3.10. Cobmonare TpeboBaHUA AHTUBUPYCHOH 321K TEI (pasaen 5).

3.11. Ilonb3oBateny, UMeroKe BEIXOA B MHTepHET, 0043aHEl COOMIONATh TIpaBUIa TPH
paboTe B ceTsIX CBA3H 0OIIETO MOMB30BaHH U (MIIH) CETAX MEXAYHAPOAHOTO HHPOPMALHOHHOTO
obmeHa (pazmen 6).

3.12. Tlone3oBatenu, paboTarIEe C 3MEKTPOHHOM MOANKMCHIO MM MCIIONB3YIOLIHE
umposanre, o0a3aHbl  coOmogaTe MHCTpykumio 1o  0OpamieHHId €O CcpeacTBaMH
KpPUOTOrpauuecKod 3aruThl HHHOPMALKH,

3.13. Dkpan MOHMTOpa B IIOMENICHWM pacIojiaraTe BO BpeMs paboThl Tak, YTOOHI
HCKIIOYAJIach BO3MOXKHOCTh HECAHKIHOHMPOBAHHOIO O3HAKOMICHHS ¢ OTOOpa)caeMoi Ha HUX
AHpOopMAanKel TOCTOPOHHUME JIMI[AMHE, [ITOPB! Ha OKOHHKIX IPOeMax JOJIKHBI ObITh 3aBEIIaHEl
(KaITFO3H 3aKPEBITHI).

3.14. O60 BCeX BHIBICHHBIX HapyLIGHHAX, CBA3@HHBIX C MOPSAKOM 0O6paboTKH
MePCOHAIBHBIX JIAHHBIX, & TaKXKe [Uld MOMydYeHHH KOHCY/IbTalMH IO BompocaM 00paboTku
MePCOHANBHBIX [aHHBIX, HEOOXOMMMO oOpamarbcs K OTBETCTBEHHOMY 3a OpraHM3alMIo
06paboTKH EPCOHATIBHBIX JaHHBIX.

IMonb3oBaTessiM 3anpemaercs:

3.14.1. Hapymate ycramonennsle B ITIOY «CJIT» wunCcTpykumm mo pabore c
[IEPCOHANBHEIX JTAHHBIX.

3.14.2. Vicionb30BaTh  KOMIIOHEHTEI IIPOTPAMMHOTO W allllapaTHOro  obecredeHus
YupexaeHus B HeclyKeOHBIX LesIX.

3.14.3. OcragnsaTe cBOoepabouee MecTo €3 NpUCMOTpa, TpPeJBAPHTENBHO  HE
3a0I0KHMpPOBAB (LITATHBIMH CPENCTBAMH OTEPAMOHHON cucTeMbl Windows — komOuHamelH
knapum [WIN] + [L] man [CTRL] + [ALT] + [DEL] ¢ nagpHeHIIMM Ha)KaTHEM KHOIIKH
«bmokupoBKa» MOSBUBINErOCs MEHIO, JHOO IPH [OMOIIM INTATHEIX CPENCTB 3alIHTHI
HH(POPMALMH OT HECAHKIIHOHHPOBAHHOTO TOCTYIIA IPH UX HATHYHH).

3.14.4. OcraBnsate Ge3 mpucMoTpa WM HeyGpaHHBIMEH B Xpanwidma (mxad, ceid)
HOCHTENH HIIH JOKYMEHTHI, COAEPIKAIIHE TEPCOHANIEHEIE JJAHHBIE.

3.14.5. 3anuCeIBaTE M XPaHWTh MEPCOHANbHLIE [JaHHBIE HA HEYUYTEHHBIX HOCHTEIIAX
HHpOpManuK (ONTHYECKUX MCKAX, THOKMX MArHUTHBIX JUCKEX, (Ui~ HAKOTTUTENAX H T.II.).

3.14.6. CaMOBOTIEHO H3MEHATH COCTaB U KOHGHIYPALHMIO HCIIOIB3yEMBIX IPOTPAMMHBEIX,
anrapaTHbIX, [MPOrPaMMHO-AIIapaTHEIX CPEJCTB, CAMOBOJIBHO YCTAHABIMBATL IPOrPAMMHOE
obecredeHne, OTKIIOYATE/IOKIFOYATE 000PYI0BAHHE HIIH H3MEHSTE PEKUMBI €70 PaGOThL.

3.14.7. Camosonero moaxmrouate APM wumu apyrue cpencrsa k JIBC TAY PK «IUT»,
u3MeHaTs [P-anpec, MAC-anpec u uHble HacTpoitky cetn APM.

3.14.8. IlpousBoauTs JelcTBHSA, HAMpPaBICHHBIE Ha MOJYYEHHE HECAHKIHMOHMPOBAHHOTO
noctyna k APM u cepeepam, paBHo kak u moOemv apyrum yznam JIBC I'TIOY «CJIT» umu
HuTepHeT, B TOM YHCIIE:

® [CHCTBHS, HANpPAaBICHHBIE Ha HapylleHHe HOPMAIbHOrO  ()YHKIIHOHMPOBAHUS
3IEMEHTOB CETH (KOMIIBIOTEPOB, APYTOTO CETeBOr0 OOOPYAOBAHMS WIIM IIPOrPaMMHOLO
obecneveHus),

® YCTaHOBKa IPOrpaMMHOT0 00ECeYeH s, OCYIECTBIISIOEr0 IepexXBaT

e uH(pOpMaLUK (vHQOPMALIMOHHBIX [IaKEeTOB), aZpeCcCOBaHHOM IpYTHUM
[0JIB30BATENSIM;

® JCHCTBHS, HANpPaABJICHHBIE HA IIOJIy4EHHE HECAHKUMOHHMPOBAHHOTO MOCTYIA K
HH(POPMALHOHHBIM PECYPCaM, B IOCIEAYIOLIEM HCIIOIb30BAHUY TAKOTO JOCTYIIA,

* YHHYTOKEHME, MOAM(DUKALMS MPOTPaMMHOTO 00eClIedeHus] MM JAHHLIX Oe3
COIJIACOBAHMS C AUPEKTOPOM HJIH BIaJeIbLIAMH 9TOTO PEcypca;

* IONBITKH 1000pa napoiel K MmoOrM HHPOPMALHOHHBIM PECYpcam MeToI0M mepebopa
BCEX BO3MOXKHBIX BapHaHTOB IapoJjieH, 1100 aTak 1o ciI0Bapro;

® YMBIIIICHHBIC JACHCTBUS 10 CO3JaHMIO, HMCIONIb3OBAHMIO KM PACHPOCTPAHEHHIO
BPEJOHOCHBIX IIPOTPaMM, B TOM YHCJI€ HANPABACHHBIX HA MONyYeHHE HECAHKUHOHHPOBAHHOTO



AOCTyNa K M00BIM HH)OPMALHOHHBIM | Cy)eOHBIM pecypcam (kax BHYTPH YUpexXIeHHs TaK u
BHE), 60 Ha HapyIIeHHe [eT0CTHOCTH 1 paboToCIOCOBHOCTH STHX CHCTEM;

® INelCTBUS MO0 CKAHMPOBAHHMIO MOKAIBHON coTy C HENBIO ONMpENeNeHNs ee BHYTpEHHeH
CTPYKTYPBI, CIIHCKOB OTKPHITEIX MOPTOB, HATHYHS CYWECTBYIOUIMX CEPBUCOR U YA3BHMOCTEH,

3.14.9. CaMOBOTBHO H3MeEnSTH TTApaAMETPRI CPEACTB 3aLUUTH HHBOPMALHH (B TOM YHC/IE U
CPCACTB QHTHBUPYCHOM 3allMTEL), a TAKKe 3aBEPIIATE UX PabOTy U (MIIK) CAMOCTOSTENbHO HX
YCTaHAaBJIMBATE.

3.14.10. CamocTositenbHo pa3pabaThIBaTh HIM HCIONB30OBATE HEepPerIaMeHTHPOBAHHEIE
(Ge3 pasperrenus AHUPEKTOpA, HE OTHOCAIIHECS K NPOH3BOINCTBEHHOMY IIPOLIECCY) IPOrPaMMEL
(HampuMep: Hrphr; IM-KknuenTsI, Takue xax Google Messenger, ICQ u T.1L.; P2P-xkmuenTsr:
Kazaa, eMule u 1.11.).

3.14.11. Paspemars IOCTOPOHHMM JMIam paoTaTb MOJ CBOel YYETHOH 3alHCBI0 B
UCI1/n.

3.14.12. TlepecrinaTs MEpCOHANbHEIE NaHHEBIE M0 KAHAIAM CBS3H B OTKPBITOM BHAE, B TOM
uncie Mureprer, mo teneony, daxcy, SMICKTPOHHOHN M0YTE H T.11. (6€3 HCIOMb30BaAHMS CPenCTB
mubpoBanus).

3.14.13. Tlonyyats AOCTYI K NEpPCOHATBHLIM  JaHHBIM ¢ paboumx wmect, He
000py10BAHHBIME HEOBXOMHMBIMH CpeaCTBAMH 3aIMTHI UH()OPMALIHH.

3.14.14. CamoBonbHO co3maBaTs COBMECTHO HCIIONB3YEMBIC CETEBBIE PECYpCh (manku
obmero mocTyna) Ha cpoux KOMIIBIOTEpaxX u (ainoBBIX cepsepax, HECAHKIIMOHUPOBAHHO
YAQIATE WM U3MEHATH IIpaBa JAOCTYIIA K HHM.

3.14.15.B  cinyuae BO3HHKHOBeHUS MHOOBIX  MeXaHHYeCKHUX HEHCIpaBHOCTEH B
000pyI0BaHHM OCYIIECTRIATE CaMOCTOSITENBHBIE [OMBITKH UX YCTPaHEHH S,

3.14.16. IlpensTcTBOBATL HOIKHOCTHEM JHIAaM TP NPOBEICHHH TIPOBEPOK M CIyKeOHBIX
PpaccieloBaHuH, CBS3AHHBIX ¢ 00ecreueHneM 6e30macHOCTH HHbOpMAaIHH.

3.14.17. Ynanate wim uckaxars NPOrpaMMbl U (Gaiiibl ¢ [MepCOHATBHBIME IAHHEIME u
HHOH BaykHOH uH(popMalmeit (Hanpumep, cHCTEMHOM, HeoBXOTUMOl A7t (QYHKIHOHUPOBAHHS
UCIIIn).

3.14.18. YMBILIIERHO HCMONBI0BATE HENIOKYMEHTHPOBaHHBIE CBOMCTBA H OIIMOKH B
[IPOTPaMMHOM OOCCIEYCHHH MM B HACTPOHKAX CPEACTB 3aIUTELI, KOTOPBIE MOTYT NPHBECTH K

H3BECTHOCTb DYKOBOIMTENS CBOEr0 MOApPA3AENeHHS | COTPYIHHKOB, OTBETCTBEHHEIX 32
YCTAaHOBKY W (MJIM) CONPOBOJKIEHHE [porpaMMHoOro obecreuenus (AnmuHKCTpaTOpa
0e30MacHOCTH NMepPCOHANBHBIX NAaHHBIX B HH(OPMALHOHHBIX CHCTEMAX [IePCOHAIIBHBIX JAaHHBIX
(manee - anmMuHECTpaTOp OesonacHocTy)).

3.14.19. oaxmrogars k JIBC YUpexIeHus IHUHKIE CpencTRa BEIYMCITUTENILHOM TEXHHUKH:
HOYTOYKH, KapMaHHBIE KOMIIBIOTEPEL, CMAapTQOHBl M T.IL., a TAKKE NUYHBIE HOCHTENH u
HaKONHUTENH wuH(pOopManuu. B ciyuae HEOOXONMMOCTH TepeHOCa UHOOPMAIIMH C JTHYHBIX
HOCHTeNeH HHPOPMALMY 06PAIMATECS K OTBETCTBEHHEIM.

4. ITIAPOJIbHAS ITOJIMTHK A

4.1. Obmwe Tpe6oBanus K TIAPOTISIM

* Munmmansroe TpeGopanue: OyKBeHHO-LM(DPOROIH [1apPOJTk.
* JKenaTensHo mcmomb3opats OYKBBI B BEPXHEM WIIH HUKHEM PErucTpax, HU(Gpel Ui
CHCLHANBLHBIE CHMBOIIBI (HAIpEMEp: ~ ! @ESH"&*()_-+=|\2/.,: [ { <> mrm).

¢ MunuMansHas mivga Tapons: He MeHee 6 (IeCTH) CHMBOJIOB.

* MaxcumanbHblit Cpok mAeficTRuS napons: 90 cyroxk.

* 3amper UCIOTL30BaHHUS TPEX paHee HCIOIB30BABLINXCS TTAPOTIEH.

* Ilapons [Tons3oparens we momken BKJIFOYATh B CeOS JIETKO BBIYHCIISEMBIE COYETAHHS
CHMBOJIOB, OOIIENPHHATEIE COKpALIEHU, MMEHa, GaMUIIUH, TOTKHOCTH, Toj POJKIIEHHS, HOMEp
Tlacmopra, TabenbHEIH HoMep, HHYO uH(popMauo o [Toms3oBarere, JOCTYTIHYIO IPYTHM JIHIIAM.

* 3ampemaeTcss MCNOMB30BaTh B KauecTRE 1apoid OZMH M TOT K€ MOBTOPSIOLHitcS



CHMBOJI THOO MOBTOPAIOLIYHOCH KOMOHHAIKIO W3 HECKOJIBKHX CHMBOJIOB.

e 3ampeliaeTcd HCIOIL30BaTh B KAUeCTBE Naposid KOMOMHALIMIO CHMBOJIOB, HAOHPaeMBbIX
B 3aKOHOMEPHOM IIOpsiIKe Ha KiaBuarype (Hanpumep: 1234567, qwerty u T.11.).

4.2. IIpaBuia UCIIOJIL30BAHKS NTAPOJICH:

e XpaHWTH B TaifHe CBOM Iapoiib, He COOOIIATE €ro APYTHM JIHMIaM.

e He npenocrasiste goctyn B MCII[AH apyrum aunaM nox cBoel ydeTHOH 3alUChIO U
apoJiem.

e li3MeHATH CBOH maposb NpH NepBOM TPeOOBaHHU NOJUTHKH Iaposied onepauuoHHOH
cuctemsl u/umu UCITIH.

e Bo Bpems BBOJA naposieit HeoOX0IMMO HCKIIIOYUTE BO3ZMOKHOCTB €0 MOJACMaTPUBaHUS
MOCTOPOHHHUMH JIMLAMH WTH TEXHHYECKHMHU CpeICTBaMM (BHAEOKaMephl K Ap.).

e 3ampelaeTcs 3alMUCHIBAaTh CBOM IApOJH B OUYEBHIHBIX MECTaX, BHYTPEHHOCTHU SIIHKA
cTosa, Ha MoHuTOpe APM, Ha oOpaTHOH CTOpOHE KIaBUaTyphl U T.[.

e 3anpermaeTcsl XpaHUTE apojIH B 3allMCAHHOM BHJIE Ha OTAE/IbHBIX JHUCTaX Oymary.

4.3. CmeHa, ynaleHue JHYHOro mnaposs aroboro Ilonmp3oBarens mNpoM3BOAMTCS B
CIIEIYIOIIHX CIyYasx:

e B Cilydae [0JI03peHHs Ha KOMIIPOMETAIHIO Iapois;

® 10 OKOHUAHUHU CPOKa JEHCTBUS;

e B Cllyuae IIPEKpalleHHs MOJHOMOYHM (YBOMBHEHHE, Mepexoa Ha Apyrywo paboTy
BHYTpH YupexneHus) I[lonb3oparens Iocle OKOHYaHMs IIOclenHero ceaHca paGoTel B
HHPOPMALHOHHBIX CHCTEMaX MEPCOHANBHBIX JaHHBIX;

® 10 YKa3aHHIO OTBETCTBEHHOIO 3a OpPraHu3aliio 00paboTKH NEPCOHANIBHBIX JaHHBIX.

4.4, Tlpyn yBONBHEHHH, [EPEXO/E HA HOBYIO JOJKHOCTH COTPYJHHKA, UMEIOLIEro NOCTYII
IIOMHMO CBOEH Y4eTHOH 3alMcH K JPYTHM pecypcam (MejKceTeBble SKpaHbl, MaplIpyTH3aTOPEL,
CEepBEpPEI, APYTHe Y4eTHBIE 3aIllUCH M T.II.) TaK)Ke IPOU3BOAMTCS BHENJIAHOBAs CMeHa naponei K
TaKHM pecypcam.

5. IPUMEHEHUE JUYHBIX UJEHTUO®HUKATOPOB B UHO®OPMAIIMOHHON
CUCTEME ITEPCOHAJIBHBIX TAHHBIX

5.1. TlpuBsa3ky uAeHTH(OUKAaTOpa K I[OJb30BaTell0 (Y4eTHOH 3amMcH) BBINOJHSET
aIMUHUCTpaTop 06e30MacHOCTH.

5.2. Tonp3oatenu MWCII[IH mnomy4yaloT CcBOM WACHTH(QUKATOp Y aIMHHHCTpaTOpa
6e30macHOCTH.

5.3. lMons3opatemo UCII/IH 3anperuaercs nepegaBaTb CBOH JM4HBIR HACHTH(DHKATOP.

54.B ciyuae yTepu JWUHOrO HAeHTH(HKaropa, mons3oBatens WCII[IH momxkex
HEMEJIEHHO NOJIOKUTE 00 3TOM aAMHHHUCTPATOPy 0€30MacHOCTH HHOOPMAaLHH.

5.5.B cmydae mpekpalleHHs MOJTHOMOYMH yd4eTHOH 3anmucu mnoas3opatens MCIIIx
(yBONbHEHUE, NEPEXO Ha APYryio paboTy, B APYroH OTIEN WM NOMELIEHHE, a TaKkKe IpyTHe
o0CTOATEIBCTBA) YUeTHAS 3aluch NO/KHA OBITH yldajieHa, a €€ uAeHTU(GUKATOP NOMKEeH OLIThH
CllaH aJMHHHUCTpaTopy Oe3onmacHOCTH HH(MOpPMALMK IIOCNE OKOHYAHWS IIOCIEIHEro ceaHca
pabote! nanHoro nons3osarens B MCII/H.

5.6. B cnyyae KxoMIpoMeTalMH HJIH YTEpPH JIHYHOTO HAGHTH(HKATOpa IIOIH30BATENS
CIIELHAIHCTOM 110 3amuTe WHGOPMALMK JOIDKHLI OBITH HEMEANCHHO INIPEANPHUHSTHEI MEphl B
COOTBETCTBUH ¢ I1. 5.7 HacTosed MucTpyknun.

5.7. Anmunuctparop OesomacHocTH HHQOpPMANMHM OMKEH ITIPOBECTH ciyxebOHOe
pacciieZ[oBaHue 1Tl BBIACHEHHsSI IPHYHMH KOMIIPOMETALMM HAECHTH(DHKATOPA ¢ LIENbI0 BEIPaOOTKH
HOBBIX HJIM COBEPIICHCTBOBAHUS NPHHATBIX TEXHHYECKUX M OPraHM3alHOHHBIX Mep [0
yCTpaHEHMIO TakoH yrpo3sl B OyaylleMm, a Tak)Ke BBIICHEHHIO BEIMYHHBI yliepda, KOTOpBIH
MOJKeT OBITh HaHeCeH COOCTBEHHUKY HH(OPMAITHOHHBIX PECYPCOB.

6. AHTUBUPYCHASA 3AIIUTA

6.1.B cnyuae OTCYTCTBHE INTAaTHBIX (QYHKIMH  AHTHBHPYCHOM  INpOTpaMMEI,

IIpeIycMaTpHBAIOIINX  aBTOMAaTHUeCKyr0  mpoBepky  ¢aidinos, Ilomp3osatens  obs3an



OCYILIECTBIIATE MPOBEPKY (HalIoB, MOTyUaeMbIX:

® 10 3JIEKTPOHHOM MOYTE;

® uepes ceTk MHTepHeT;

¢ Ha MarHMTHOM, ONITHYECKOM JIUCKE, (IIelI-HAKOIIHTENE;

® HMHOM CBhEMHOM HOCHTENE HH(DOpMALIHUH;

¢ [IOJYYCHHBIE HHBIM CIIOCOBOM.

6.2. Tlepen OTKpBITHEM BIOKEHHS (ccbuiok) ybemuThcs B TOM, uTO OTIPABUTEND
ACHCTBUTENBHO MOCTAN BaM 3TOT (aifi, JaXe eclu OH H JOIKEeH 6bIT 5T0 cnenatb. [To3BoHuTE
eMy camu. He noBepsiiTe MMEHHM OTNpPAaBHTENS M YKA3AHHBIM B TekcTe MHChMA HOMEpaMm
TeNedOHOB, a TAK)KE JIMLAM, TO3BOHUBIIEM BAM CAMOCTOSTENLHO C IPOCOOH OTKPEITH (aifisl 1
IIPOMTH 10 CCBITKAM.

6.3. ITonp3oratemto 3aIpEIIAeTC:

6.3.1.0cymecTenate  meifcTBHs, HAlpaBICHHBIE HA  BBIKIIOYEHHE aHTHBUPYCHOM
IIPOTPaMMEL.

6.3.2. CamocTOsITENBHO YeTaHABIMBATE HA APM [IporpaMmmHoe obecreyeHue.

6.3.3.3amyckath (haiiel, TONTyYeHHBIE MO CETIM CBI3H (amexTpoHHO# mouTe, UHTEpHET),
€O CBEMHBIX HOCHTENEH, [axe €CllM OHHM IIONyYeHB IPOBEPEHHOIO ampecara, 6e3
IPEABAPUTENBHOM UX [POBEPKY aHTHBUPYCHOI IporpaMMoH,

6.3.4.11py BO3HHKHOBEHHH TIOMO3PEHNS Ha HAJIHIHE KOMIIBIOTEPHOTO BUpYyca (HETHITHUHAS
pabota mporpamm, mosBreHHMe rpadHuecKuX u 3BYKOBBIX 3()(EKTOB, MCKaKEHHIl TAHHEBIX,
nponaganue (ainop, YacToe MNOABIEHHE COOOMIEHUH O CHCTEMHDIX ommbKax u T.I.)
ITomb3oBatens caMOCTOSTENBHO WM BMECTE ¢ OTBETCTBEHHBIM (CnemmanuctomM mo 3ammre
MHDOPMAIIMK) [OIKEH MPOBECTH BHEOUCPE/HOH aHTHUBHMPYCHBIH KOHTPOMB CBOEro pabouero
MecTa.

6.3.5.B cnyuae oGHapyxenns mpu MPOBENCHAM AHTHBHPYCHOH IPOBEPKH BHPYCHOTO
3apaxenus [lonp3oBaTeny o6s3aHHI:

® [IPHOCTaHOBUTH paboTy;

¢ HCMEJUICHHO TIOCTABUTh B M3BECTHOCTH O (hakTe OGHAPYIKEHHS BHPYCHOTO 3apaKeHUs
OTBETCTBEHHOMY (CHenuaiucTy 1o 3aumre HH(OpMAIHH);

¢ COBMECTHO C BIAleNbLEM 3apaKEHHBIX BMPYCOM (ailloB [IPOBECTH —aHATH3
HEOOXOMMOCTH JaTbHEHIIEro UX HCHONb30BAHMS;

¢ IIPOBECTH JICYCHUE MM YHHYTOXKEHHE 3apakeHHbIX (haitoB.

7. IIOPSIOK PABOTBI B UCIIJln U CETH WHTEPHET

7.1. lopxmouenne x UCIIJIH u cetn Wnrepuer

7.2. lensto paboter Ilonp3oBarens B UCTI[ln u cerm MWHTeprer sBisercs cbop,
00paboTKa, XpaHEHHe MEpPCOHATbHBIX JaHHBIX, OOMEH OSIEKTPOHHBIMH COOOIIEHMSMH B
CIIY)KEOHBIX IIEJIsX:

7.2.1.loctyn x MCII[lE u cetu UnTepuer npenocraBngercs Ilone3oBaTensM TONbKO B
TOM CIIyHqae, €ClM 3TO He NPOTHBOPEYHT TpeGoBaHMAM HacTosumied MHCTpykuum # MHBIMM
HOPMATHBHBIMH JIOKYMEHTaMH B 00/1aCTH 3aI[UTH HH()OPMAIHH.

7.2.2. Jloctyn mone3oBaTeNns K UCIIAn  nng  o6paGoTKH  MepCOHANBHBIX MaHHBIX
POM3BOMMTCS TOJBKO C paboumX MeECT, Ha KOTOPBIX YCTAHOBIIEHEI CPE[CTBa 3aIlHUTHI
HHPOPMAIHH,

7.2.3.OcHOBaHMEM IS NOIKTIOYEHUS corpynuuka Yupexaenus k MCIIIH u ceru
VHTepHET SBIIETCS MOTHBHPOBAHHAA 3asBKA OTBETCTBEHHOMY 3a OpraHM3alui 06paboTKu
[IEPCOHANBHBIX NAaHHEIX OT HENOCPENCTBEHHOTO PYKOBOAHTENS Il0ab30BATENS C yKa3aHueM
IOTHOMOYHH OCTyNa K TAKHM PeCypcaM U CepBHCaM.

7.2.4. OTBETCTBEHHBIH 3a OpPraHH3ALHIO 00paloTKH MEepPCOHANBHBIX [AHHBIX, JHOO
COTPYIHUK, BBINONHAIOIMA €ro (QyHKUUM, OpPraHu3yeT MOIKIHOUEHHE K UCITda umu cern
Vntepuer Ilome3oBateneif B ycTaHOBIEHHOM MOPANKE, OCYLIECTBIAET KOHTPOJIb HAam
HCTIOTIb30BaHHEM JIAHHBIX PECYPCOB U CEPBHCOB.



7.2.5.Tloce BbmonHeHus 3agaHus OTBETCTBEHHBIH 33 OPraHU3ALMIO o6paboTku
IIEPCOHANBHBIX JaHHEIX COOOINACT M0JIB30BATENIO BEIMTOTHEHUH 3asBKH.

7.2.6.OcHOBanuMeM 1A OTKIIOYEHHs mofb3oBatens oT MCIIIH u cerw Unrepuer
ABJISIOTCS CIIEAYIOIHE COOBITHA:

® HApYUICHHE HHCTPYKUHH H HHBIX JIOKAIBHBIX HOPMATHBHEIX AKTOB B OOJIACTH 3aIHTHI
nHbOopMaIHK YupeKIeHHs;

* ysonpHeH#ue llosb30Barens, 1160 MepeBos ero B Apyroe NoapasneicHue.

71.3. Tlopsanok pabotel B ceTd UHTEpHET.

7.3.1. Mcnone3oBanue COTpyAHMKAMM  YUpeKICHHS  CeTH WutepHer  mosmKHO
OCYLIECTBIIATHCSA HCKITFOUHTENBHO [UIst BBITONHEHUS JO/DKHOCTHBIX 06S3aHHOCTE].

7.3.2. Wndopmanus, obpasosanHas (oGpasyromascs) B IpoLecce  TPYAOBOH
HeATEIIBHOCTH paboTHMKA YUpexaeHHs SBISETCS COOCTBEHHOCTBIO YUpexIoeHus W He
NOJUIEXKUT UCTIONB30BAHMIO (B TOM YHCIIE MCTOJIB30BAHHIO B CETH VIHTEPHET Wi ¢ TIOMOIIBIO
ceTd FIHTepHET) B TMYHBIX LeNsiX U (WIH) B KOPBICTHBIX HHTEpecax Npyrux JHUL (OpraHu3anuii).,

7.3.3. Ilpu npoBelEHHH TEXHWYECKHX PabOT, CBSI3AHHBIX C HacCTpOHKOH 0bopynoBaHus
(KOMMyHHKAIHOHHOE 0GOpPYIOBaHKE, MPOKCH-CEpBEpa, MapIIPYTH3aTOPEl M T.L); B Cllydae
OOHapyKEHHsA IOIBITOK HECAHKUHOHHPOBAHHOIQ Aoctyna kK HMurteprer-mmosy, APM
Ilons3oBarenelt MOKET LPOBOAHMTHLCS BpEMEHHOE OTKMOYeHue IIomb3oBarenelt oT CEpPBHCOB
cetd VHTepHeT (B ciyuae mIaHOBOTO OTKIIOYEHHs [l0JB30BATENH YBEIOMIIAIOTCS 06 3TOM
3a0I1arOBpPEMEHHO).

7.3.4. Bea unbopMamEs O pecypeax, IOCeIIaeMBIX COTPYIOHHKAMH  YUpexaeHus,
MPOTOKOJIUPYETCA H, MPH HEOOXOMMMOCTH, MOXET OBITh IIPEJOCTABICHA DYKOBOIHTENSAM
MONpPA3/IeNIEHKH, a TaK XK€ PYKOBOACTBY YUPEXAEHHS [/ IETATbHOTO H3y4eHHS W IPUHSATHS
PEILICHUS O ME€pax AMCLMIIUHAPHON OTBETCTBEHHOCTH.,

7.3.5. Tlpu pabote B cetn Mnreprer [lons3osarenam 3ampernaeres:

¢ YMBILICHHOS DPACNPOCTPAaHECHHE W IIOJyYEHHE MATepHANOB B/H3 cetw MHTepHer,
[IPOTHBOPEUALX 33aKOHONATENbCTBY Poccuiickolt ®Denmepalnn, B TOM 4YHCIE MaTepHaios,
IIPOTIATaHAMPYIOIIHX HACHJIHE HIIH SKCTPEMHU3M; Da3KUTAOMMX PaCOBYIO, HAIMOHATLHYIO HITH
PEIUTHO3HYIO BPAXKIY; PasbACHIIOIMX TIOPANOK H3IOTOBICHHSA H/HITH IPUMEHEHHS HAPKOTHKOB,
BSPBIBHATRIX  BEINCCTB, OPYXKHA U T. II; MaTepuanoB NOPHOrpagHYecKoro xapakrepa;
KOMIILIOTEPHEIX BUPYCOB U JPYTHX BPELOHOCHBIX TTPOIPAMM;

¢ nepemapath B ceTb Murepmer wmmdopMaumioo, K KOTOPOH B COOTBETCTBHH ¢
3aKOHOMATENECTBOM OrPAHHMYEH NOCTYI (II€pPCOHANBHBIE JaHHEIE, CiIyxeOHas HH(GopMamus) Ge3
COOTBETCTBYIOLIETO pa3pelIeH s,

* Qanpcundunuposars [P-anpec, MAC-anpec, unsie ajpeca, HCIOIB3YEMBIE B CETEBBIX
IPOTOKOJIAX, & TAKIKE IIPOYY0 HHYOPMALIMIO IPH [epefade JaHHbIX Yepes CeTh Hurepuer.

® MPENOCTABIATH OCTYN B ceTh MHTepHeT co cBoel paGouelt craHmmu KoMy-mu6o, B TOM
UHCJIE  NPOrpaMMHO-TCXHHYECKUMH CIOCOOAMH 4YEpe3 JIOKANTbHYK BBIUMCIHTENBHYIO CETh
ITIOY «CJIT» (uanpumep: myTem HECaHKIMOHUPOBAHHON YCTAHOBKH JIOKANBHOTO MHTepHeT-
ITK03a Ha pabouee MecTo);

¢ I[Ony4aTe NOCTYN K ceTH KMHTepHeT miobbiMu crocobamu, He [IPeNyCMOTPEHHBIMHU
AEHCTBYIOIMME JIOKATBHBIME  HOKyMeHTamu  (MHCTpYKIHAMH, [IpaBunamu, PernmamenTtamu
Yupexaenus);

® OCYIUSCTBIATE HECAHKIMOHMPOBAHHBIA NOCTYI K pecypcam M CepBHCAM CeTH
Hnrepner.

® BBINOJIHATH JAeHCTBHs (B3710M, DoS (otka3 B oGenyxusanun), ARP- spoofing artaku,
CKAHMPOBAHME  JIOKAIBHOH  BBIYMCIMTENBHOH CETH) HANpPABIEHHBIE Ha  HapylleHue
(QYHKIMOHMPOBAHUS 3JEMEHTOB CETH VInTepHeT (KOMMYHHKALMOHHOTO 0BOpYIOBAHMS,
CEPBEPOB, PAdOUNX CTAHLMH, IPOrPAMMHOT0 06ecIeueHN;s ),

7.4. I1IpaBuna paboter [Tonb3oBatesneli ¢ 3MeKTPOHHOM OUTO:

7.4.1. Tlone3oBaTtenn oOS3aHBI  HCIIONB30BATH SNEKTPOHHYIO IIOYTY TOJIBKO s



BEITIOJIHEHHUS CITYXKeOHBIX 00513aHHOCTeH.

7.4.2. 3ampemaercs OTHpaBIATH (haiinibl, cofepKaliMe mepCOHATBHBIC JaHHEBIE B
OTKPBITOM BUZE (He 3amH(poBaHHEIE).

7.4.3. 3ampeluaeTcs mMaccopas PacChIka MOYTOBBIX coobmenuii (Gonee 100) BHemmmM
anpecatam Oe3 COrracoBaHus ¢ PYKOBOACTROM (cmmama).

7.4.4. 3anpemaercs HCIOIB30BATH He CBOl oOpatHbIif agpec mpu oTIpaBke SIEKTPOHHOM
TIOYTHL

7.4.5. 3ampeluaercs OTIpPaBIATh MO SNIEKTPOHHOH MOYTE MCHONHseMble (aitis! (06bIuHO
MMEIOT pacIIMpeHus exe, com, bat, js, vbs u T.1.). B ciyuae Heo6X01uMOCTH OTIIPAaBKU TAKHX
(haitnioB, MOMEINATE UX B APXHB H YCTAHOBUTD apoJib.

7.4.6. llpucoenuHseMble (halnbl peKOMEH/yeTcs YIakoBLIBATh B ApXHMB IIPH ITOMOIIU
IIPOrpaMM-apXHBaTOPOB.

7.4.77. KoprnopaTuBHbIE peKoMeHalHu HCITONIb30BAHHS 2JIEKTPOHHON TTOYTEI:

* Bol 10/KHBI OKa3BIBATE TO Ke yBaXkeHHe, UTO U [IPH YCTHOM OOIIEHHH.

* Bel fomKHBI mpOBepaTE MpaBomucanye, TPAMMATHKY W IBaKIBI

¢ [IEPEHUTRIBATE CBOE COOOIIEHHE IIEPE/l OTIIPARIEHUEM.

* BeI He TOMKHBI yU9acTBOBATE B pacchuTKe OCTAHHH, IIEPECHLIAEMBIX II0 LeNoUKe (Yarme
BCETO 5TO MHChMA PENUTHO3HO-MUCTHYECKOTO, Pa3BIIeKATENLHOT0 CoZlepyKaHus).

* Bel He momKHBI M0 cOBCTBEHHON HHULHATHBE NEPECHITATE 10

¢ TPOHM3BOJIBHBIM aapecaM He3aTpeGOBaHHYIO HH(MOPMALIHIO.

® Bel  He IOMKHEI pacchlaTh cO0BIIEeHHS, KOTOPBIE SRISIOTCA

® 37IOBPEIHBIMH, PasApakarOMEMH WK CONEPKALMMH YTPO3EI APYTHM TONB30BATEIAM,

* Bl He TOMKHBI OTIIPABTATE HHKAKHX COOBIIEHUH NPOTHBO3aKOHHOTO MM HEITHYHOTO
CONEpPKAHUS,

® Bel NOMKHBI NOMHHTE, uTO JNIEKTPOHHOE MOCTaHUE SIBIIETCS

* OKBHBAJCHTOM IOYTOBOH OTKDBITKM M He NOMKHO HCIIONB30BATHCH IS [IEPECHITKH
TNICPCOHATEHBIX NAHHBIX O3 HCIONB30BAHMS CPEACTR 3ALIUTEL (mmdposanme).

e BBl He mOmKHEI HMcmONB30BaTH [MHPOKOBEIIATEBHBIE BO3MOMKHOCTH SJIEKTPOHHOM
TIOYTHI 38 HCKITFOYEHHEM BBIIYCKA YMECTHBIX 0OBARIICHMIL.

¢ Bbl He NOJDKHBI HCIONB30BaTH KOPHIOPATHBHYIO 3MEKTPOHHYI MOYTY IS MOCTAHMil
JIUYHOTO XapakTepa.

* BBl IOIKHBI HEYKOCHWTENLHO COBMIONATD [paBUJla W HHCTPYKIMHM H IIOMOTATh
AIMHHHCTPATOpaM GOPOTHCS C HAPYIUHTEAME [PABHII.

8. IIOPAJIOK PABOTBI CO CbEMHBIMHA HOCHUTEJAMU HHO®OPMAILIUUA

8.1. Tlox ucmonb30BaHUEM HOCHTETEH urpopmanuy B ICIIJIH Vupexnenus monuMaeres
HX nonkmodeHne K uHdpacTpyktype UCIIIH ¢ mensio obpabotky, npuema/mepenaun
MHQOPMAIHT MEXKTY MH(BOPMALMOHHBIMY CHCTEMAMH 1 HOCUTEJISIMH HH(OpMAITHH.

8.2. lomyckaeTesl HCIONB30BAHUE TOIBKO YATEHHBIX HOCHTENeH WH(OpPMAINH, KOTOphIe
ABTAOTCS COOCTBEHHOCTRIO YUpexaeHus u TIOBEPraroTes PEryISIPHOM PEBH3HH U KOHTPOITIO.

8.3.Yuer u BBmAauy CheMHBIX HOCHTENe HH(QOPMAIMH  OCYIIECTBISET JIHIO,
OTBETCTBEHHOC 3a OpPraHM3aluio 06pabOTKH MepcOHANbHBIX NAHHBX. DakT BBIIAYH HOCHTEJA
(uKcHpyeTCs B XypHae yueTa MAITMHHbIX HOCHTEEH HHpopMaIHH.

84.Ecmn  poctyn  x  MUCIH[n [IPOM3BOMMTCA IPU  IIOMOIOH  IIEPCOHATBHBIX
uneHTH(uKatopos  (eToken, Rutoken, Zp.), TO (aKT MONYyYeHHS ¥ CHAYM JAHHDBIX
HIEHTHHUKATOPOB 06S3aTeIBEHO (PUKCHpYETCS OTBETCTBEHHBIM 3a OpraHu3anuio 06paboTkm
[IEPCOHANTBHBIX IAHHEIX, B COOTBETCTBYIOIIMX Ky pHAIIAX.

8.5. BO3SMOKHOCTE MOJKIIOYEHHS HOCHTeNeH HHQOPMAIlHH, 4 TakkKe IOIyYeHHe
YHTEHHBIX HOCHTENEH HH(OPMAIMM MPEAOCTABIMOTCH IloNB30BATENSM 110 HHHIIAATHBE
PYKOBOJHMTENEH CTPYKTYPHBIX I0pa3e/ieHuii B CIIydasx:

® HEOOXONMMOCTH BEINONHEHUS BHOBb MPUHATHIM pabOTHHKOM CBOMX JOKHOCTHEIX



00s3aHHOCTEH;

e BO3HMKHOBeHHs y [lonp3oBaTtens cny:xebHOM HEOOXOMUMOCTH.

8.6. I1py HCIoIB30BaHKUH HOCHTENeH HHPOPMALUH HEOOXOIMMO:

® HCIONB30BaTh HOCHTENHM HWHOOPMAlMH HCKIIOYMTENBHO JJisl BBIIOTHEHHS CBOHX
Clry)KeOHbIX 0053aHHOCTEH;

* OepexHO OTHOCHTCA K HOCHTENAM CO CBENCHHSMH KOH(DHISHUMATBHOTO XapaKkTepa H
NIEPCOHATBEHBIMU JAHHBIMH.

¢ obecreunBaTh pu3HIECKYIO 6€30MACHOCT HOCHTEIEH HHDOPMALMH BCEMH Pa3yMHBIMHU
crocobamu;

® M3BELIATDH OTBETCTBEHHOMY 3a OpraHU3alHIo o0paborku CBENEHUH
KOH(GHICHIMAIPHOTO XapakTepa H M[EePCOHAIbHBIX MNaHHBIX O (hakTax yTpaThl (Kpaxwu)
HOCHTENeH HHPOpMAIUH.

8.7. llpx HCHONB30BAHMM HOCHTENEH CO CBEeNEHHSMH KOH(DHACHUMAILHOTO XapaKTepa
[EPCOHAIBHBIMH JaHHBIMU 3aTPEIIECHO!

® MHCIOJIb30BATH HOCHUTENH CO CBEJICHWAMH KOH(DHICHUMANBHOTO Xapakrepa u
NEePCOHATBPHBIMH JaHHBIMU B JINYHBIX IIEJIAX;

® IepelaBaTb  HOCHTEJIM CO  CBEACHHAMH  KOHQHJICHLHATBHOIO  XapakTepa W
MEPCOHATbLHEBIMU JAHHBIMH JTHLAM (32 HCKIIOYEHHEM aIMHHHCTPATOPOB);

® XPaHUTb CBEMHbBIE HOCHTENIM CO CBEIEHMAMH KOHOHIECHIMALHOIO XapakTepa H
IIEPCOHANPHBIMU [JaHHBIMH Ha pafoumx crojax, MO0 OCTaBIITH HX 0e3 IPUCMOTpa MM
[IEPEIaBaTh HAa XpaHEHHE IPYTHM JIHLIEM;

® BLIHOCHTL CHEMHBIE HOCHUTENH CO CBENCHHAMH KOH(QUICHIHATLHOTO XapakTepa U
IIEPCOHATBHBIMK TaHHBIMHU U3 CIIy)KeOHBIX NOMEIEeHHH 1t paboThl ¢ HUMH Ha JI0MY M T. .

8.8. Jlro6oe B3auMoOJeHcTBHE (o6paboTka, pueM/nepeaaya uHbOopMaLHK)
uHunuuposanHoe Ilomp3oBatenem Mexay HHOOPMALMOHHOM CHCTEMOH M HeyUTEHHBIMH
(MTHYHBIMH) HOCHTENSIMH HH(QOPMAlMM, DPACCMAaTPHBAETCS KaK HECAHKLHOHMPOBAHHOE (3a
HCKITFOUCHHEM CJIy4aeB, OTOBOPEHHBIX C aJMHMHUCTpaTtopaMH 3apasee). OTBETCTBEHHBIH 3a
opraHusankio 00pabOTKM IEpCOHANBHBIX JAaHHBIX C I[IPUBJIEYEHMEM IIOMOLIM  (eciu
Heo0X0MMO) COTPYIHHMKOB YupexkieHds Ha ocHOoBaHMM COrJalleHHs OCTaBIIeT 3a coboi
IpaBo OJIOKUPOBATH MIIHM OFPAHHYHMBATH HCIIOMB30BAHKME HOCUTE)IEH HHDOPMALIHH.

8.9. Mudopmanus 06 ucnons3opanuu [lone3oBateNssMd  HOCHTENeH HHPOPMALHH B
MH(POPMALIMOHHEIX CHCTEMaX [POTOKOIHPYETCS H, INpPH HEeoOXOAMMOCTH, MOYET OBITh
IPENOCTaBNEHa PYKOBOIMUTENIAM CTPYKTYPHBIX —IMOJpasfiefieHHH, a Takke [IUPEeKTOpy
YupexneHus.

8.10. B cny4ae BbIBICHHA (AKTOB HECAHKIIHOHHPOBAHHOIO W/HMIH HEHEIEBOrO
HCIIONL30BAHHH HOCHTENEH HH(pOpManuu HHMUMUPYETCs ciyxebHas npoBepka, MpoBOIHMAs
KOMHCCHEH, COCTaB KOTOPOH OIIpedeNseTcs OTBETCTBEHHBIM 3a OpraHu3aluio o6paboTku
NEePCOHANBHBIX  JaHHBIX. [lo  (axTy BBIACHEHHBIX OOCTOSTENLCTB COCTABISETCS  aKT
paccieloBaHKs HHUMACHTA W IEPENacTCd PYKOBOAMTENIO CTPYKTYPHOTO MOApa3Ne/IeHHs JUIs
NPHHATHS MEp COTJIACHO JIOKAIbHBIM HOPMATHBHEIM aKTaM YUpEKIeHHs U IEHCTBYIOLIEMY
3aKOHOZATeNbCTBY PO,

8.11. Ilpu oTnpaske WIM Tiepefade NEPCOHATBHLIX JAHHLIX aIpecaTaM Ha CheMHBIE
HOCHTEITH 3allHCEIBAIOTCSA TOJIBKO NpeJHa3HAYCHHEIE aJpecaTaM JIaHHEbIE,

8.12. BeiHOC ~ CHEMHBIX HOCHMTENEH IIEPCOHANBHBIX MAHHBIX [JIS HENOCPEICTBEHHOMH
nepeaayn aapecaTty OCYLIECTBIAETCS TONBKO € INHCBMEHHOIO paspellieHHs pPYKOBOIMTENS
CTPYKTYPHOI'O OAPAa3ICICHHUS.

8.13. CheMHEBIE HOCHTENM CO CBEICHHAMH KOHOW/IEHLIMATPHOTO XapakTepa H
NEPCOHATbHBIMH JAHHBIMH, NPULICAIIHE B HETOJHOCTh, HJIM OTCIY)KHBIIHE YCTAHOBJIEHHBIH
CPOK, MOANEKAT YHUYTOKEHHUI. YHHUYTOKEHHE CBEMHBIX HOCHTENEH C [epCOHAIBHBIMU
JIAHHBIMH OCYILIECTBIIAETCS KOMMCCHEH, COCTaB KOTOpPOH ONpejessieTcss OTBETCTBEHHBIM 3a
OpraHHu3aniio 00paboTKH cBeeHHH KOHGHIEHIIMATIBHOTO XapakTepa U MePCOHANbHBIX TaHHbIX.



[o pesynpTaTaM yHUYTOKEHHS HOCHTENEH COCTABNSAETCS AKT.

8.14. B cnyuae yBONBHEHHMS WIH mepesofa  pabOTHHKA B APYroe CTPYKTYpHOE
TIONPasACCHHE, PEOCTABICHHBIE HOCUTEIH CO CBEACHHAMH KOH(QHICHIHATBHOTO XapaKTepa 1
[ICPCOHABHEIMI JaHHBIMH H3BIMAKOTCA H JENAOTCS COOTBETCTBYIOLIME MOMETKH B JKYPHAIE
y4eTa MalllMHHBIX HOCHUTENIEH,

9. ITIPABA ITIOJIb30OBATEJIS

9.1. Vicmons3osats MCII/IH YupesaeHns 17s BEIIONTHEHHS TODKHOCTHEIX o0s3aHHOCTEH,

9.2. ObpamatbCs K  OTBETCTBEHHOMY 3a  OpraHM3allHio 00paboTku  cBemeHui
KOH(GUICHIMAIBHOTO XapakTepa H MepPCOHAIBHBIX MAHHBIX Ui KOHCY/IBbTALUH 10 TNOBOAY
UCIIONE30BAHHUSA  NIPOTPAMMHOTO  obecrieuenuss u APM, Bompocam 06paGoTki  ceenenmit
KOH(MAEHIHATLHOTO XapakTepa 1 NepcoHaTbHbIX aHHbIX.

9.3. HampaBnate OpesiodeHHs 10 YCTAHOBKE HOBBIX BEPCHH  CYIIECTBYIOIIErO
MporpaMMHOro obecredenus (¢ 06OCHOBaHHMEM HEOOGXOIHMOCTH 3aMEHEI CTaphIX BepcHit Ha
HOBEIE).

9.4. Hanpasnars NPEATOMKEHH 110 MOIEPHH3ALMH IIPOTPAMMHOIO OOECIIEUEHHS,
pa3pabaThiBAEMOro B YUPEekKICHHH WM 110 3aKa3y YUpexkIeHus.

9.5. HampaBnaTe OpenokeHuss MO YCTAHOBKE HOBOTO (a Takxke MOTONHUTELHOTO)
IpOrpaMMHOroO obecredeHus (C yKasaHHeM [eMH HCHIOTB30BAHMS, IIPEUMYIIECTB TIEPE]
CYLIECTBYIOLIMMH aHAJIOTaMHK).

9.6. HanpapniaTe mpemnoxenus no MomepHu3auud APM (3aMeHBI Ha HOBBIE AHAOTH), C
00s3aTeNbHEIM OOOCHOBAHHEM 3aMEHBl M YKA3aHHMEM NPEHMYIIECTB NEPeN CYIIECTBYIOIUMHI
aHa/IOTaMH.

9.7.TlomyyaTe KOHCYIbTallUM M pA3bBSCHEHHA IO HOPMATHBHEIM  JJOKYMEHTAaM,
PETTIAMEHTHPYIOUIMM ~ pabOTy €O  CBeNEHHAMH  KOH(HICHLHAILHOTO Xapaktepa H
NEPCOHANBHBIME JJAHHBIMH B Y UpEXKICHHH.

10. OTBETCTBEHHOCTbH

10.1. TTonp30BaTens HECET NEPCOHANBHYIO OTBETCTBEHHOCTH 3a CBOH JCHCTBUS HIIH
OesnelicTBHe, KOTOPBIE MOTYT MOBNEYb 3a coBoi pasriameHue CBeICHHH KOH(pUISHIHANBHOTO
XdpaKTepa u MEPCOHANBHBIX JAHHBIX, & TAKXKE 32 HAPYIIEHHE HOPMATBEHOTO )YHKIMOHHPOBAHMS
WCTITH mmm uX OTHENbHBIX KOMITOHEHTOB, HECAaHKIIMOHUPOBAHHEIH JIOCTYNl K MH(POPMAIMH B
COOTBETCTBHE C 3aKOHONATENECTBOM Poccuiickoit PDenepanuy u NOKATBHBIME HOPMATHBHBIME
aKTaMM YupexIeHHd.

PazpaboTunk:
3aMeCTHTE

PeKTOpa 1Mo oOIIMM BOIIpoCcam

/ FO.JO. Anekcees /




Juer
o3HaKomMeHud ¢ « MHcTpyKumel mob30BaTes 110 00ecIeYeHHIO 0e3onacHOCTH CBeJeHHIH
KOHMHAEHUHATLHOr0 XapaKTepa u NepCOHAbHbIE JAHHLIE)
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